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A. INTRODUCTION 

Evidence, in legal terms, mean any species of proof legally presented at the trial of 
an issue, by the act of the parties and through the medium of witnesses, records, 
documents, concrete objects and the like.1 The primary classification of evidence is into 
oral, documentary and real evidence. Oral (or viva voce) evidence is the verbal testimony in 
court which is offered as evidence of the truth of that which is stated while documentary 
evidence is the statement made in a document which is offered to the court in proof of any 
fact in issue. On the other hand, ‘real evidence’ means material objects, other than 
documents, produced for the inspection of the court for it to draw conclusion with 
respect to some facts in issue.2 

There are further sub-classifications of evidence into primary and secondary 
evidence, direct, circumstantial and hearsay evidence etc.; the important point to note is 
that the sub-classifications are clearly forms in which oral or documentary evidence may 
be rendered. However, in practice, some of these classifications of evidence overlap; thus, 
oral evidence may similarly be described as direct evidence, hearsay or circumstantial 
evidence just as a document may be used as real evidence, primary or secondary evidence. 

Our paper is titled ‘Evaluation of Electronically Generated Evidence: Practice and 
Procedure’. To properly cover the subject-matter, the paper is divided into two principal 
segments. The first segment, subtitled ‘Definition, Taxonomy and Scope of Electronically-
Generated Evidence’ dwelt on contextual clarification of the subject-matter, appraised 
issues of classification and explored the scope of the genre of evidence often described as 
electronic. The second segment is a discussion on the rules and principles that the court 
may deploy in ascribing weight to electronically generated evidence. The discussion of the 
second segment was undertaken under three sub-segments, namely, factors for ascription 
of weight under the Evidence Act, general factors in common usage deployed for 
ascription of weight to documents (of which computer generated evidence are a specie), 
and, finally, technical factors for ascription of weight to electronically generated 
documents. 

                                                           

*This paper is actually Chapter 5 of the unpublished second edition of the author’s book ‘Practice Notes on Evaluation of Evidence’ 

which is itself an expanded version of a paper of same title as this paper earlier delivered in 2019 at Refresher Workshops for 

Magistrates and for Legal and Research Assistants at the National Judicial Institute, Abuja. 
1
 Halima Hassan Tukur v Garba Umar Uba & Ors. (2013) 4 NWLR (Pt. 1343) 90 SC per Ariwoola JSC 

2
 See generally, Samuel E. Idhiarhi, Practice Notes on Evaluation of Evidence (Imhanobe Law Books Ltd, 2015) 3, 4 
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However, the connecting rod between the two segments is the question of 
admissibility of electronically generated evidence, for evidence has to be admitted before 
it can be evaluated for weight. Consequently, the provisions of the Evidence Act, 2011 on 
the circumstances and conditions to enable such electronically generated evidence to be 
admitted have also been identified and discussed in this paper. 

B. DEFINITION, TAXONOMY AND SCOPE OF ELECTRONICALLY-GENERATED 
EVIDENCE  

Electronically generated evidence, or in fact what is electronic, is nowhere defined 
in the Evidence Act 2011 even though the word electronic is used about ten times in the 
Evidence Act in contexts we shall presently explore. Similarly, while ‘computer generated 
evidence’ is not stated in the Evidence Act, a computer is interpreted in the Act to mean 
‘any device for storing and processing information.’3 

Electronically or computer generated evidence has been variously defined by 
scholars. Stephen Mason proffered an all-embracing definition of ‘electronic evidence’ as 
data (comprising the output of analogue devices or data in digital format) that is 
manipulated, stored or communicated by any manmade device, computer or computer 
system or transmitted over a communication system, which has the potential to make the 
factual account of either party more probable or less probable than it would be without 
the evidence.4 Using the alternative description of ‘digital evidence,’ another writer put it 
as information of probative value that is stored or transmitted in binary form.5 The word 
‘digital’ is commonly used in computing and electronics, especially where physical-world 
information is converted into binary numeric form as in digital audio and digital 
photography. The term ‘e-evidence’ is also sometimes used as shortened form of electronic 
evidence. 

Based on the above, electronic or computer generated evidence is not only limited 
to that found on the ubiquitous computers but may also extend to include evidence on 
digital devices such as telecommunications or electronic multimedia devices. The e-
evidence can be found in e-mails, digital photographs, ATM transaction logs, word 
processing documents, instant message histories, files saved from accounting programme, 
spreadsheets, internet browser histories databases, contents of computer memory, 
computer backups, computer printouts, global positioning system tracks, logs from a 
hotel’s electronic door locks, digital video or audio files. Digital evidence tends to be more 
voluminous, more difficult to destroy but easily modified, easily duplicated, potentially 
more expressive and more readily available.6 

The takeaway is that, so as to avoid difficulty imposed by semantics, whether 
described as computer generated or electronically generated or e-evidence or document or 

                                                           
3
 s258 Evidence Act 

4
 Cited by Akhihiero, P.A. ‘Admissibility of Electronic Evidence in Criminal Trials: How Practicable?’ (Being Paper 
delivered at a General Meeting of the Magistrates Association of Nigeria, Edo State Branch on 23rd of July, 2013. 

5
 Vivek Dubey, ‘Admissibility of Electronic Evidence: An Indian Perspective’ (2017) 4(2) Forensic Res. Criminol. Int. J 
<http://medcraveonline.com/FRCIJ/FRCIJ-04-00109.pdf> accessed February 21, 2018 

6
 ibid 
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digital evidence, the purport is to cover specie of evidence of forensic value tied to 
technology in their creation, storage, use and retrieval etc. 

In tune with the above realities, the Evidence Act 2011 has given a wide and 
improved definition of ‘document’ to incorporate modern means of information storage 
and retrieval such as computer databases contained in hard drives, CD-ROMs, magnetic 
discs, flash disks, and floppy diskettes as well as motion pictures recorded in videotapes, 
cassettes, compact discs, micro films, micro fiches, etc.7 The precise provisions in s258(1) 
is that ‘document’ includes: 

(a) books, maps, plans, graphs, drawings, photographs, and also includes any 
matter expressed or described upon any substance by means of letters, figures 
or marks or by more than one of these means, intended to be used or which 
may be used for the purpose of recording that matter; 

(b) any disc, tape, sound track or other device in which sounds or other data (not 
being visual images) are embodied so as to be capable (with or without the aid 
of some other equipment) of being reproduced from it; and 

(c) any film, negative, tape or other device in which one or more visual images are 
embodied so as to be capable (with or without the aid of some other 
equipment) of being reproduced from it; and 

(d) any device by means of which information is recorded, stored or retrievable 
including computer output. 

It is notable that the definition opened with the word ‘includes’, thereby enlarging 
the scope beyond only the circumstances mentioned. We must comment a bit on the 
inclusion of ‘photograph’ as a document. A distinction has to be made between where the 
device (such as a digital camera), which stores the photograph in binary form but cannot 
be visually understood, is itself brought before the court (in which case it will be primary 
evidence) and a situation where a digital photograph is printed, for it then becomes 
creation of an electronic record produced from the digital camera itself or produced with 
the help of a computer (in which case it is secondary evidence).8 Reliability becomes a 
measure of value where a process is involved in the use of a device (primary evidence) to 
produce secondary evidence (such as photographs or production of copies of a document). 
It is said that a reliable process is one that is repeatable, dependable or consistent. Such a device 
is reliable only if it gives the same result on repeated applications of the device, given that 
the device is shown to have been properly maintained.9 

                                                           
7
 Peter Oyin Affen, ‘Admissibility of Documentary Evidence: Matters Miscellaneous’ (Being Paper delivered at the 3-Day 
Workshop Organised by the Magistrates Association of Nigeria, FCT Chapter on June 29, 2016) 

8
 A digital photograph does not require any film or paper for its generation or storage unlike a traditional photograph 
that required some kind of analogous representation. See: Aratrika Chakraborty and Anuradha Parihar, ‘A Techno 
Legal Analysis of Admissibility of Digital Photographs as Evidence & Challenges’ (2017) 3 (5) International Journal of 
Law 13-18 <http://www.lawjournals.org/download/189/3-5-14-149.pdf> accessed February 23, 2018 

9
 Terence Anderson, David Schum & William Twining, Analysis of Evidence (2

nd
 edn.) (Cambridge University Press, 2005) 
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The question of whether some items of evidence are real evidence or documentary 
evidence persists. In this class fall computer generated or computer related evidence. It 
was held by the House of Lords in R v Governor of Brixton Prison and Anr. ex parte Levin10 that 
where documents represent the end-product of a process which did not require the active 
intervention of a human mind, they constitute real evidence. Thus, where a bank’s 
computer automatically transfers funds from one account to another, a printout of the 
record is not hearsay as to whether a transaction occurred; instead, crucially, it is a record 
of the transfer itself. Likewise, where tape recordings or examples of documentary 
recording are recorded through the use of computerized compilation billing, it was said to 
be practical to consider that such a document, maintained and compiled by a mobile 
telephone company, constitutes real evidence. There may be certain aspects of the 
information stored by the company which require human input, but once the process 
itself has been commenced, each automatic transaction which takes place without the 
need for human involvement, constitutes real evidence.11 

Similarly, a computer programme is a form of data message. It has at some stage of 
its existence a human author and for this reason, it could be treated as a document. On the 
other hand, a computer programme is usually only presented as evidence to show how it 
works. In this case a computer programme is the functional equivalent of a piece of 
equipment and should be treated as real evidence. In the Canadian case of R v McCulloch12 
the court stated that: 

Where evidence is automatically recorded by any means, other than by 
human labour, and the evidence so recorded can be reproduced in any 
form, intelligible to the human mind, the reproduction is admissible as 
real evidence. The recording may be mechanical, chemical, electronic, 
photographic, or auditory, to name a few examples, and the reproduction 
(sic) may be by computer printout, audiovisual playback, photographs, or 
other means. The weight to be attached to such evidence will depend on 
the accuracy and integrity of the process employed.13 

Similarly, in Saturley v CIBC World Markets Inc.,14 where the defendant produced 
volumes of trading records, which contains details of all trades in equities and options 
entered by the plaintiff, in electronic form and hard copy, and the defendant argued that 
the records should be admitted as real evidence, the court held that:  

The first step in the admissibility analysis is to determine whether the 
party offering the evidence can establish on a balance of probabilities that 

                                                           
10

 [1997] 3 WLR 117 
11
 Consultation Paper on Documentary and Electronic Evidence, Law Reform Commission, Dublin, December, 2009 p. 175 
<http://www.lawreform.ie/_fileupload/consultation%20papers/cpDocumentaryandElectronicEvidence.pdf> accessed 
September 24, 2013 

12
 1992 CarswellBC 2586 

13
 In McCulloch Case, the admissibility of the data generated from a tracing apparatus installed on a customer’s telephone 
line was at issue. The court found that the printouts of the tracing apparatus were admissible as real evidence because 
of the automatic nature of the recording. 

14
 (2012) CarswellNS 420 
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it fits within the parameters of real evidence as discussed above. That 
means, it must be data collected automatically by a computer system 
without human intervention. It appears that this could include a 
threshold consideration of reliability; however, it is important to 
remember that reliability is primarily an issue that goes to the weight to 
be given the evidence and not its admissibility. 

The point to note is that whether electronic information or computer generated 
evidence is real evidence or documentary evidence is a matter that goes to the rules of 
admissibility, not that of weight. To summarize, electronic information may constitute 
real evidence when the data is captured automatically without human intervention while 
on the other hand, if the electronic information is created by a human entering the data, it 
should be treated as documentary evidence, though it is possible that electronic 
information or data can be categorized as both real and documentary evidence.15 

Ascription of weight is the exclusive domain of the judex. However, a judge cannot 
be capricious or whimsical about how he performs the task of evaluating evidence and 
ascription of weight to them. He must rather be deliberate, creative, imaginative, steeped 
in sound reasoning and pay heed to precedence. Thus, what we have done in this chapter 
is to set out some guides that may be deployed in evaluating electronic or computer 
generated or other similar evidence. This has been done under four subheads. Firstly, we 
considered relevant provisions under the Evidence Act, 2011. Next we considered factors 
generally applicable to the evaluation of documentary evidence which of course shares 
some affinity with electronic or computer generated evidence, and then we considered 
evaluation criteria peculiar to electronic or computer generated evidence, before ending 
with a special treatment of evaluation of photographical, video and other similarly 
generated evidence. 

C. ADMISSIBILITY OF ELECTRONICALLY GENERATED EVIDENCE 

By way of introduction, we consider it helpful to briefly discuss the concept of 
admissibility of evidence, before zeroing-in on the admissibility of electronically generated 
evidence. Admissibility of evidence is the eligibility of particular pieces of evidence for 
reception as part of the evidence in a case. Admissibility means the character or quality 
which any material must necessarily possess for it to be accepted and allowed to be 
presented or introduced as evidence in court. Admissibility answers the question: should 
the court allow the material to be used as evidence by the party proposing to do so? 

The Black’s Law Dictionary16 defined admissibility to mean the quality, state or 
condition of being allowed to be entered into evidence in a hearing, trial or other official 
proceeding. Thus, to be admissible means capable of being legally admitted or allowable 

                                                           
15

 See generally: Gert Petrus van Tonder, ‘The Admissibility and Evidential Weight of Electronic Evidence in South 
African Legal Proceedings: A Comparative Perspective’ (A mini-thesis submitted to the University of the Western Cape 
for LL.M Degree, May 2013) 

 <https://etd.uwc.ac.za/bitstream/handle/11394/4833/VanTonder_gp_llm_law_2013.pdf?sequence=1&isAllowed=y> 
accessed February 23, 2018 
16

 Black’s Law Dictionary (10
th

 edn., 2014) 55, 56 
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or permissible as evidence or worthy of gaining entry or being admitted. Consequently, 
works on evidence has been dominated by the study of what can be or cannot be evidence; 
the discussion, therefore, usually revolves around inclusionary rules (by virtue of evidence 
becomes admissible) and the exclusionary rules (by virtue of which evidence becomes 
inadmissible). 

In general, for evidence to be admissible, it must meet certain requirements, 
namely: 

(i) The evidence must be relevant; 

(ii) The evidence must be pleaded; 

(iii) Necessary foundation was laid as precondition for its admissibility e.g. 
photocopy of a lost document (see the proviso to s2); 

(iv) The evidence is not disallowed or excluded by the Evidence Act or under any 
other statute (s1(b) and s2); 

(v) It complies with requirements of law for its admissibility. 

Relevancy of a piece of evidence is the relationship it has with the facts in issue in 
the case before a court and it is usually the surrounding circumstances that will determine 
the relevancy of a fact. However, not all relevant facts are necessarily admissible. What 
facts are relevant and admissible is governed by the Evidence Act, 2011 and this is 
illustrated in the opening provisions of the Act. Thus, evidence may be given in any suit or 
proceedings of the existence or non-existence of every fact in issue.17

 Similarly, evidence 
may be given of such other facts declared to be relevant by the Act;18  such facts are those 
which fit any of the circumstances defined as relevant in Part II, ss4 to 13 Evidence Act, 
2015. 

Be that as it may, for such relevant facts to be admissible, they must not be too 
remote.19 At the discretion of the court, evidence may be considered remote, because it is 
far removed or separated in time, space or relation to the fact in issue, or it is a question on 
the credit of the of the witness under cross-examination and deemed improper because 
the imputation which the question convey relates to matters so remote in time, or of such 
a character, that the truth of the imputation would not affect, or would only affect in a 
slight degree, the opinion of the court as to the credibility of the witness on the matter to 
which he testifies.20 

It is known to be a cardinal rule of pleadings that for material facts to be admissible 
in evidence they must be pleaded. Therefore, where such facts are not pleaded, they are in 
law inadmissible in evidence, and where inadvertently or wrongly admitted, they go to no 
issue and should rather be disregarded as irrelevant to issues properly raised by the 
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 s1 
18

 ibid 
19

 s1(a) 
20

 s224(2)(b) 
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pleadings.21 Whereas the Evidence Act did not itself provide admissibility anchored on 
pleadings,22 it has contemplated the applicability of stipulations in other laws on 
conditions in which particular kinds of evidence may be admissible or inadmissible.23 

Where necessary foundation is required to be laid as precondition for admissibility 
of an item of evidence, unless the foundation is laid, the evidence would be inadmissible.24 
Thus, where a party intends to tender the photocopy of a document, he must adduce 
foundational evidence to satisfy s89(c) showing that the original has been destroyed or 
lost and in the case of loss, all possible search has been made for the document without 
success. 

There are also instances where there is absolute prohibition by law of the 
admissibility of some classes of evidence. In other words, for evidence to be admissible, it 
must not be such that is disallowed or excluded by the Evidence Act or under any other 
statute.25 Thus, under the Stamp Duties Act,26 it is provided that no instrument executed 
in Nigeria or elsewhere, relating to any property situate or to any matter or thing done or 
to be done in Nigeria, shall, except in criminal proceedings, be given in evidence, or be 
available for any purpose whatever, unless it is duly stamped in accordance with the law 
in force in Nigeria at the time when it was first executed.27 Another common example is 
s3 Survey Act28 where it is stated that no map, plan or diagram of land, if prepared after 
the 16th day of May, 1918, shall, save for good cause shown to the court, be admitted in 
evidence in any court, unless the map, plan or diagram has been prepared and signed by a 
surveyor or is a copy of a map, plan or diagram so prepared and signed and is certified by a 
surveyor as being a true copy and has been examined by the Survey Department and bears 
the countersignature of the director.29 

Finally, where there are requirements of law to be complied with as condition for 
its admissibility, those requirements must be complied with before the evidence is 
admitted.30 Thus, the Evidence Act has provided that it is only a Certified True Copy of a 
public document other than the original that is admissible.31 However, for a document to 
be accepted as such a CTC, it must comply with the provisions of s104; that is, it must be 
shown that the prescribed legal fees were paid, that there is a certificate written at the 

                                                           
21

 Aminu & Ors v Hassan & Ors. (2014) LPELR-22008(SC) 
22

 Though it acknowledged the procedure of pleadings in ss123 and 174(2) 
23

 ss1(b), 2 and 3. See the Civil Procedure Rules of various courts e.g. Order 23 Rule 2 District Court Rules Cap. 495 LFN, 
1999 (Abuja) 
24

 See the proviso to s2 
25

 s1(b) and s2 
26

 Cap. S8, LFN 2004 s 22(4) 
27

 We must however take note of the decision in Okuwobi v Ishola [1973] NSCC 168 that since the provision is principally 
intended for raising revenue, rather than reject the document as inadmissible, the court should have directed the 
document in question to be duly stamped and then received it in evidence. 

28
 Cap. 553 LFN 1990 (Abuja) 

29
 We should again note the approach of the Supreme Court in Benjamin v Banigo (1959) SCNLR 374 where the court 
adjourned the appeal hearing and sent the plan for the countersignature of the Director of Surveys to dispose that 
ground of appeal. 

30
 s3 

31
 s88, s89(e) and (f) and s90(1)(c) 
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foot of such copy that it is a true copy of such document or part of it as the case may be, 
that it is dated and that it is subscribed by such officer with his name and his official title 
and that it is sealed. 

Another preliminary point to make is that the law of evidence has long been guided 
by the rule of “best evidence” which is considered to have two basic paradigms – 
avoidance of hearsay and production of primary evidence. In the context of a document, it 
will he hearsay if the object of the evidence is to establish the truth of what is contained in 
the statement rather than merely to establish by evidence the fact that it was made.32 By 
s38 of the Evidence Act, hearsay evidence is generally inadmissible except as provided 
under Part IV or under other provisions of the Evidence Act or any other Act. It is in this 
regard that the provisions of the Act on electronically generated avoided been caught by 
the hearsay rule. 

The ancillary point is the well-defined distinction between primary and secondary 
evidence. As will be seen shortly, with computer based evidence the lines appeared 
blurred as device itself could be evidence. 

(a) Admissibility as a Primary Document 

Part V of the Evidence Act is headed ‘Documentary Evidence’. Under the 
subheading of ‘Primary and Secondary Documentary Evidence’, the Act in ss85 to 92 made 
a dichotomy between primary and secondary documents in terms of proof and 
admissibility. Section 85 opened by providing that the ‘contents’ of a document may be 
proved either by primary or by secondary evidence. 

Whereas the Act provided that primary evidence means the document itself 
produced for the inspection of the court33 and gave circumstances in which the contents 
of a document may be taken as primary evidence, there is no definition of secondary 
evidence. Rather, the statute gave a non-exhaustive34 list of circumstances in which a 
document is secondary evidence.35 Thus, we can deduce that every evidence fitting the 
definition of a document but which is other than the document itself or is any of the 
circumstances in s86(2) to (4) is secondary evidence.  

The Act has provided that the contents of documents shall be proved by primary 
evidence except where deviations are permitted under the law.36 

However, distinct from the dichotomy made between primary and secondary 
evidence, the Act further made a dichotomy between ‘document’ and ‘copy of a document’ 
in its interpretation section,37 in each case starting with the word ‘includes’, thereby 
enlarging the scope of the subject matter it qualifies or tends to qualify. When s258(1) and 
Part V of the Act are strictly construed together, secondary evidence is essentially a copy 
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 s37(b) and Abadom v State (1997) 9 NWLR (Pt. 479) 1 
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 s86(1) 
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 Considering the use of the word ‘include’. 
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 s87 
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 s88 
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of a primary evidence, apart from counterparts of documents as against the parties who 
did not execute them and oral accounts of the contents of a document given by some 
person who has himself seen it,38 or where it is an admission in writing by the person 
against whom it is proved.39 

Thus, we may deduce that ‘document’ in s258(1) is intended as an extension of the 
definition of primary evidence while ‘copy of document’ is similarly an extension of the 
classes of secondary evidence,  in this case specifically derived from the definition of 
document and giving the specific forms of secondary evidence contemplated. 

In the context of the above provisions, when thus is computer or electronically 
generated evidence the primary evidence? To aid a resolution of this question the relevant 
provisions are extracted and produced below: 

(i) The document itself (s86(1)) is primary evidence. This will include cases 
where an otherwise secondary evidence is tendered in the form it came to be 
relevant to the fact in issue. This is irrespective that in its provenance it may 
have been computer generated. 

(ii) Where a number of documents have all been made by one uniform process, 
as in the case of printing, lithography, photography, computer or other 
electronic or mechanical process, each shall be primary evidence of the 
contents of the rest; but where they are all copies of a common original, they 
shall not be primary evidence of the contents of the original. (s86(4) and 
s87(b)). 

(iii) Document includes any disc, tape, sound track or other device in which 
sounds or other data (not being visual images) are embodied so as to be 
capable (with or without the aid of some other equipment) of being 
reproduced from it. (s258(1)) 

(iv) Document includes any film, negative, tape or other device in which one or 
more visual images are embodied so as to be capable (with or without the 
aid of some other equipment) of being reproduced from it. (s258(1)) 

(v) Document includes any device by means of which information is recorded, 
stored or retrievable including computer output (s258(1)). 

To illustrate (i) above, if the claimant’s case is that the defendant, in the course of 
negotiation over a parcel of land, gave the claimant photocopies of the title documents to 
reassure him of the genuineness of the land, for the purposes of proving that fact, the 
original or primary evidence is the photocopy given to the claimant and it shall be 
admissible as such. 

Nowadays, almost everything in hardcopy is produced from a computer. Court 
processes, letters of appointment, letters of invitation etc. are produced from a computer. 
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It is under the combined reading of s86(4) and s87(b) of the Evidence Act (i.e. (ii) above) 
that such documents, though computer produced are accepted as primary evidence 
without prior foundation. In such cases the use of the computer or electronic device did 
not add to, validate or strengthen the veracity of the contents but was merely a vehicle for 
the production of those contents for use by the maker.40 

In (iii) and (iv) above, the disc, tape, sound track or other device in which sounds 
or other data are embodied or the film, negative, tape or other device in which one or more 
visual images are embodied are primary evidence and could be tendered in the form in 
which they are. However, before they can rank as primary evidence, they must have been 
deployed in capturing the sound data or the visual images in their pristine origin, not as a 
subsequent device into which such sounds or visual images was transferred. 
Characteristically, the contents of the document, whether sound data or visual images, 
must be capable of being reproduced from it with or without the aid of some other 
equipment. 

Finally, under (v) above, a device of whatever description, irrespective of its 
contents, is primary evidence if it is a means by which information is recorded, stored, 
processed or retrievable, including computer output. This categorization tallies with 
when a document may be classified as real evidence but as documentary evidence its 
usefulness is tied to its content. Where the document (device) is itself tendered in 
evidence, but is tendered along with copy in a readable form, the admissibility of the 
device enures for both, under the majori continet in se minus rule,41 and thus no further test of 
admissibility need to be satisfied with respect to the copy. 

Whereas, under the circumstances in (iii), (iv) and (v), the disc, tape, sound track 
or other device in which sounds is embodied or the film, negative, tape or other device in 
which one or more visual images are embodied, or any device on which information is 
recordable, storable or retrievable are prima facie primary evidence and hence admissible 
under s88, they are usually not in the form their contents can be comprehended by the 
court. Hence, unless they are accompanied by explanatory or demonstrative evidence, 
they are likely to be useless to the court and carry no weight. 

(b) Admissibility as a Secondary Document 

Secondary evidence is evidence other than primary evidence. The admissibility of 
electronically or computer generated evidence as secondary evidence is discussed under 
three subheads discussed below. 

(i) Admissibility as copy under s258(1) Evidence Act, 2011 

Flowing from the definition of document in the interpretation section,42 the Act 
similarly identified what may constitute a copy of a document. Thus, where the evidence 
in question is a disc, tape, sound track or other device in which sounds or other data (not 
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being visual images) are embodied, the copy of such document would include a transcript 
of the sounds or other data embodied in it.43 A transcript is a handwritten, printed, or 
typed record of something, e.g. a copy of the script of a broadcast program or a record of 
court proceedings. This also fits in with the definition of secondary evidence which 
includes ‘copies made from or compared with the original’.44 

Thus, for instance, if the original tape or disc is shown or appears to be in the 
possession or power of the person against whom the document is sought to be proved or 
has been destroyed or lost and in the latter case all possible search has been made for it,45 
then the transcript could be admissible without any further ado.46 The only snag would be 
whether or not there would be sufficient evidence to authenticate the veracity of the 
transcript as to confer weight on it. 

Similarly, where the document in question is a film, negative, tape or other device 
in which one or more visual images are embodied, a copy would include ‘a reproduction or 
still reproduction of the image or images embodied in it whether enlarged or not’. 
However, where the document is both a disc, tape, sound track or other device in which 
sounds or other data are embodied and a film, negative, tape or other device in which one 
or more visual images are embodied, a copy would include both ‘such a transcript together 
with such a still reproduction’. 

The point here is that, in these circumstances, we have to relate back to the criteria 
for admissibility of secondary evidence in the place of the original in ss87, 88, 89 and 90 of 
the Evidence Act to determine whether or not the copy of document is admissible. 

(ii) Admissibility under s84 of the Evidence Act, 2011 

This section in the Evidence Act is entirely new and has attracted robust analysis 
and commentary. Luckily for this writer, the Supreme Court of Nigeria in some decisions 
has considered the provisions of s84. Consequently, our discussion of the section shall 
take bearing from those Supreme Court decisions. Two of these cases are Kubor & Anor. v 
Dickson & Ors.47 and Dickson v Sylva & Ors.48 We will set down the key excerpts relevant to 
s84 made by the Supreme Court in those decisions. 

Kubor & Anor. v Dickson & Ors. 

a. The admissibility of computer generated document or e-document down loaded 
from the internet is governed by the provisions of section 84 of the Evidence Act, 
2011. 

b. A party that seeks to tender in evidence a computer generated document needs 
to do more than just tendering same from the bar. Evidence in relation to the use 
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of the computer must be called to establish the conditions set out under Section 
84(2) of the Evidence Act, 2011. In other words, a party must fulfill the pre-
conditions laid down by law, and if not such computer generated evidence or 
documents would be inadmissible. 

c. Where documents are essentially public documents, they remain public 
documents and the fact that they are computer print outs or e-documents does 
not change their nature and character as public documents and it is settled law 
that the only admissible secondary evidence of public documents is a certified 
true copy of same.49 

The above excerpts are from the lead judgment of Onnoghen JSC. We note that in 
this case His Lordship rather treated the computer printout downloaded from the 
internet as public documents instead of as computer generated evidence. It is also 
noteworthy that specific reference was made only to s84(1) and (2) but nothing was said 
on the effect of s84(4). 

Perhaps, this is understandable given the explanation by His Lordship Dattijo 
Muhammad JSC that a consideration of the correctness or otherwise of the lower court’s 
finding that the computer printouts are inadmissible would be an academic exercise since 
the ground of appeal to which the documents relate has been abandoned by the 
Appellants.50 However, the reasoning in the lead judgment found support in the 
contribution of Hon. Justice Ogunbiyi when His Lordship stated that ‘internet print out 
of the Punch Newspaper,… is by nature a secondary evidence of the original by reason of 
the provisions of sections 85 and 87(a) of the Evidence Act 2011’.51 

Dickson v Sylva & Ors. 

a. Section 84 of the Evidence Act lays down the conditions for the admissibility of 
electronically generated evidence. 

b. It is s84 and not s258 (the definition Section) of the Act that confers 
admissibility status on computer generated evidence. 

c. Section 84 consecrates two methods of proof, either by oral evidence under 
s84(1) and (2) or by a certificate under s84(4). In either case, the conditions 
stipulated in Section 84(2) must be satisfied. 

d. Irrespective of the foregoing, there is residual power on the ‘Judge to require oral 
evidence in addition to the certificate’. 

e. There is a distinction between admissibility of computer generated evidence and 
the weight to be attached. Whereas the requirement for admissibility is satisfied 
by complying with s84, for weight to be attached to it, the accuracy conditions 
in s34(1) (b) (i) and (ii) have to be complied with. 
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f. Demonstration of the computer generated evidence is with a view to conferring 
weight on the evidence, not to make it admissible. Hence, once the evidence 
itself has satisfied the provisions of s84, any device required to demonstrate it is 
not necessarily required to comply with s84. 

Again, the above excerpts are from the lead judgment of Nweze JSC. However, as 
acknowledged by His Lordship, what was in issue was not even the admissibility of 
evidence, but the narrow question whether s84 deals with the additional requirement of 
certification of gadgets for playing or demonstrating an already admitted piece of evidence 
in open Court.52 

Galadima JSC in his supporting judgment reiterated that ‘it is crystal clear that it is 
only with respect to the computer that “produces” the document, in this case the DVD 
(Exhibit P42B) that ought to be certified’.53 Rhodes-Vivour JSC similarly opined that ‘A 
diligent examination of Section 84 of the Evidence Act reveals that the section does not 
say that the computer or electronic device used in playing the DVD in open Court requires 
certification, rather it is only the computer that produces the DVD - Exhibit ‘P42B’ that 
requires certification. Section 84 in the Evidence Act is all about ascertaining the 
authenticity of the device from which the exhibit was produced’.54 

In his contribution, Ngwuta JSC quoted the phrase ‘a statement contained in a 
document produced by a computer’55 from s84(1), identified ‘statement’ and ‘document’ as 
the key words and drew a distinction between them, the statement being the content of a 
document, holding that, in the context of this case, ‘the DVD, Exhibit P42B, in so far as it 
is used to record and store information is a document and the information therein 
contained is a statement within the intendment of Section 84 of the Evidence Act’. His 
Lordship then made an analogy that producing the statement contained in a document 
produced by a computer which has been admitted in evidence is the same thing as 
providing the Court or Tribunal a document properly so called which has been admitted 
in evidence for the Court or Tribunal to read; once the conditions for admission of the 
document have been satisfied and the document, be it one produced by a computer or one 
properly so called, admitted, there can be no other requirement before the Court or 
Tribunal can make use of the statement contained in the document.56 

However, one question that agitates the mind is whether substantial compliance 
with s84 will suffice. Despite our industry, we were not able to find any authority in 
which the extent of compliance with s84 has become an issue. With respect to 
certification of a public document as Certified True Copy, in Omisore & Anor. v Aregbesola & 
Ors.,57 it was held that ‘documents which, merely, had CTC stamps bearing engraved 
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signatures on them without the subscription of the name and the official title of the officer 
who certified them, were not properly certified in conformity with the mandatory 
requirements of Section 104’. This is against the grain of the reasoning in Daggash v 
Bulama,58 where a government white paper which bore the date, signature and official title 
of the Secretary to the Government of Borno State was held to have been substantially 
certified in conformity with the provisions of the Evidence Act. 

Of the same tenor as Bulama’s Case is the Supreme Court case of Narindex Trust Ltd. v. 
N.I.M.B. Ltd.59 Falling to be construed was whether the four conditions in s97(2)(e) of the 
repealed Evidence Act (same as s90(1)(e) in the Evidence Act, 2011) required as 
foundation for admitting secondary evidence when the document is an entry in a banker’s 
book has been satisfied. It was held that ‘It is not necessary according to law that the 
words of the section must be strictly followed word by word before secondary evidence of 
the entries in the ledger of the bank is admitted in evidence once there is substantial 
compliance’. Following the precedence in Narindex, we think and submit that what is 
required is substantial compliance and not exact compliance with the provisions of 
s84(2) or 84(4) as the case may be. Finally, on the scope of the class of documents to 
which s84 may be applied, it was held in Omisore & Anor. v Aregbesola & Ors.60 that it is not 
only internet-generated documents that are caught by the admissibility requirements of 
s84 of the 2011 Evidence Act but it will rather extend to every kind of computer generated 
evidence. 

(iii) Admissibility under other Sections other than s84 Evidence Act 

Apart from s84, there are sundry other provisions under which electronically based 
evidence are admissible under the Act. We will discuss the applicability of these sections 
below. 

Statements made in the course of business 

Admissibility of statements made in the course of business is a long accepted 
exception to the rule against hearsay. By s41 of the Evidence Act, when a statement 
consisting of an entry or memorandum is made by a person in the ordinary course of 
business in books and electronic devices kept in the ordinary course of business, such 
statement is admissible. 

Upon a strict consideration of s41, by the use of the disjunctive ‘or’, it appears to us 
that ‘the ordinary course of business’ requirement may be unnecessary if the statement 
was made in the discharge of a professional duty, or as an acknowledgment written or 
signed by a person of the receipt of money, goods, securities or property of any kind, or of 
a document used in commerce written or signed by a person or of the date of a letter or 
other document usually dated, written or signed by such a person. 
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In any event, to be admissible, it must be shown that ‘the maker made the 
statement contemporaneously with the transaction recorded or so soon thereafter such 
that the court considers it likely that the transaction was at that time still fresh in his 
memory’.  

Section 41 is a kindred of s51 which provides that entries in books of accounts or 
electronic records regularly kept in the course of business are admissible whenever they 
refer to a matter into which the court has to inquire, but such statements shall not alone 
be sufficient evidence to charge any person with liability.61 

Admissibility as Official Records 

By s52 of the Evidence Act, an entry in any public or other official books, register or 
record, including electronic record stating a fact in issue or relevant fact and made by a 
public servant in the discharge of his official duty, or by any other person in the 
performance of a duty specially enjoined by the law of the country in which such book, 
register or record is kept, is itself admissible. 

In like manner, where maps or charts so made are reproduced by printing, 
lithography, or other mechanical or electronic process, all such reproductions purporting 
to be reproduced under the authority which made the originals shall be admissible in 
evidence without further proof.62 

(c) Concluding remarks 

As can be seen from the discussion thus far, whereas s84 has elicited the greatest 
commentary in the discussions on admissibility of computer generated evidence, there are 
sundry other provisions in the Evidence Act under which we have discussed admissibility 
of computer generated evidence. Thus, the relationship between these different sections is 
worth exploring. 

Admittedly, s84 of the Act is specifically on the admissibility of a ‘statement 
contained in a document produced by a computer’ though other sections, similarly 
considered, randomly used words such as ‘electronic device’, ‘electronic records’ and 
‘electronic process’. 

There are several rules of construction simultaneously at play here. Firstly, the law 
is that where there is a special provision in a statute, a later general provision in the same 
statute capable of covering the same subject matter is not to be interpreted as derogating 
from what has been specially provided for individually, unless an intention to do so is 
unambiguously declared.63 It is an accepted canon of construction that where there are 
two provisions, one special and the other general, covering the same subject-matter, a case 
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falling within the words of the special provision must be governed thereby and not by the 
terms of the general provision.64 

The order in which provisions appear in legislation does not usually affect their 
relative importance. The last provision in the last schedule of an Act carries as much 
weight as every other provision in the Act. It is also the rule that each provision in an Act 
has the same weight and importance as every other provision unless it is clear that one is 
made dominant or subordinate to the other by the use of appropriate qualifying words 
such as ‘without prejudice’, ‘notwithstanding’ and ‘subject to’ etc.65 

Harmonious interpretation postulates that where there are more than one 
provision in a statute on a subject-matter, the statute should be read as a harmonious 
whole whenever reasonable, with separate parts being interpreted within their broader 
statutory context66 such that effect can be given to both and that construction which 
renders either of them inoperative and useless should not be adopted except in the last 
resort.67 

Closely scrutinizing s84 of the Evidence Act, it is clearly not worded to be the only 
circumstances under which computer generated evidence would be admissible under the 
Act. What s84(1) provides is that ‘statement contained in a document produced by a 
computer’ ‘shall be admissible as evidence’ if the conditions sub-ss(2) and (4) are 
satisfied. This conclusion would have been different if the phrase used were ‘shall only be 
admissible as evidence’. In other words, s84 is essentially an enabling provision, but not 
an exclusive provision. 

Therefore, in our opinion, s84 did not exclude the applicability of admissibility of 
computer generated evidence under other provisions of the Evidence Act nor are the 
requirements in s84, such as certificate, mandatory for purposes of admissibility under 
such other provisions.68 In fact there is a sound precedent in the decision of the Supreme 
Court in Kubor & Anor. v Dickson &Ors.,69 where computer generated documents or 
electronic-documents downloaded from the internet were rather taken as public 
documents and subjected to the test of admissibility of a certified true copy, instead of as 
an electronic document. 

By way of analogy, the comparable provision to s84 in the Indian Evidence Act is 
s65B. In Anvar P.V. v P.K. Basheer70 the Indian Supreme Court held that while ss61 to 65 of 
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the Act deals with general documentary evidence, s65B only refers to one special subset 
i.e. electronic records, therefore making applicable the principle of generalia specialibus non 
derogant. It was further held that, more importantly, since s65B opened with a non-
obstante clause, it alone guides admissibility of electronically generated evidence and a 
certificate is mandatory to the admissibility of the electronic record. The difference here is 
that there is no such non-obstante clause in s84 and its overall tone is not to make it 
superior to other provisions on admissibility. 

Be that as it may, our system being adversarial in nature, where the disputants are 
metaphorically considered to be in a duel with the court as an unbiased umpire, the court 
should let the parties raise the issues as to which of the various provisions of the Act they 
anchor the admissibility of an electronically generated evidence on or on which provision 
any objection to admissibility is based. It may then rule on admissibility within those 
narrow prisms. If the proponent does not know enough that he could have as well 
reclined on an alternative basis for admissibility, he should suffer in his ignorance. 

D. FACTORS FOR ASCRIPTION OF WEIGHT UNDER THE EVIDENCE ACT, 2011 

The precursor to ascribing weight to computer generated evidence nay any class of 
evidence is admissibility. In the preceding section, we had earlier discussed in some detail 
the question of admissibility. However, even as admissibility is precedent to weight and 
some of the requirements for admissibility, such as use of the computer in the ordinary 
course of business, may inferentially add weight to such computer generated evidence, the 
focus of this paper is on the weight and not the rules relating to admissibility of such 
computer generated evidence. 

Generally, by s34(1)(b) of the Evidence Act, in estimating the weight, if any, to be 
attached to a statement contained in a document produced by a computer, two indicia are 
relevant. The first consideration is whether the root information from which the 
statement was produced was supplied contemporaneously with the occurrence or existence 
of the facts dealt with in that information. The second consideration is whether any of the 
persons concerned with either the feeding of information to that computer or with the 
operation of that computer or any equipment by means of which the document containing 
the statement was produced by the computer, had any incentive to conceal or 
misrepresent facts. To summarize, there must have been contemporaneity and want of bias in 
the origin and production of the statement produced from the computer. 

Whether or not in any given case the court will consider that there was 
contemporaneity and lack of bias in the origin and production of the statement produced 
from the computer will depend on the nature of issues joined. If the opposite party did 
not, at the point at which such evidence is tendered, or, in the course of cross-
examination of the witness through whom the evidence was tendered, raise issues of 
contemporaneity or bias, there is no impediment on the court to act on such evidence as 
free of defect. On the other hand, if such issues were raised, the court will look to see how 
well they were answered before deciding on the value to attach to the statement. 
Obviously, if a certificate as required in s84(4) is produced to the court, sans other adverse 
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factors that may assail such evidence, it is to be taken as contemporaneous and free of 
bias. 

The Evidence Act recognizes the validity of an electronic signature in lieu of 
manual signature.71 Such an electronic signature may be proved in any manner, including 
by showing that a procedure existed by which it is necessary for a person, in order to 
proceed further with a transaction, to have executed a symbol or security procedure for 
the purpose of verifying that an electronic record is that of the person. Wherever such 
electronic signature is proved, it strengthens the authenticity of the document bearing 
such signature and bolsters it probative value. 

In evaluating evidence, presumptions72 also come in aid of courts. Thus, by s153(2) 
of the Evidence Act, the court may presume that an electronic message forwarded by the 
originator through an electronic mail server to the addressee to whom the message 
purports to be addressed corresponds with the message as fed into his computer for 
transmission, though it shall not make any presumption as to the person to whom such 
message was sent. 

Finally, by s34(2) of the Evidence Act, the fact that a statement is computer 
generated, contemporaneous and free of bias of the human agent will not by that fact 
alone satisfy a requirement for corroboration; other corroborative evidence outside of that 
very electronic statement must be adduced.73 However, for purposes of determining 
whether or not a person drove beyond maximum speed, the evidence of a duly authorized 
officer of the relevant authority who was at time of the commission of the offence 
operating any mechanical, electronic or other device for the recording of the speed of a 
moving vehicle, the record of such device being additionally tendered in evidence against 
the defendant, shall not require further corroboration.74 

E. GENERAL FACTORS FOR ASCRIPTION OF WEIGHT TO DOCUMENTS 

By the definition of documents in s258(1) of the Evidence Act, it is now established 
that the term ‘document’ covers computer or electronic evidence. Thus, the usual factors 
deployed in evaluating documentary simpliciter evidence will apply with equal force to 
such electronic evidence. A potpourri of these factors is listed below: 

(a) The more the making of a document is synchronous to the happening of the 
matters or things of which it is a record of, the weightier such a document. To be 
‘contemporaneous’ was held to mean ‘occurring during the same period of time.’75 

(b) The older the document or the closer it is in its making to the time period in which 
the events it recorded occurred, the more the weight to be ascribed to the 
document.76 
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(c) Where a document is shown not to be genuine and legal, it is of no forensic value 
and no right can be hoisted upon it.77 The mandate of an illegal thing is void.78 

(d) Whether the document in question involves multiple layers of hearsay or whether 
indeed the original was a cumulative document which could impact on the 
reliability of the record. 

(e) The more relevant a document is to the fact in issue, in time and circumstance, the 
more weight it ought to attract while the more remote a document is to the fact in 
issue, the less weight it merits.79 

(f) What is the source of the document? Is the source indubitable and accord with 
logic and common sense?80 

(g) Failure to produce evidence in support of the origin of documents will entitle a 
court to draw inferences invoking s167(d) of the Evidence Act, 2011.81 Establishing 
the provenance of a document remains important and the person adducing a 
recording or other computer or electronically generated evidence must describe its 
provenance and history so as to satisfy the court that there is a primâ facie case that 
the evidence is authentic. Authentication concerns the authorship of a record and 
the authority to issue it as an official record.82 

(h) Where two or more documents claim a common source, both documents 
purporting to vest conflicting rights in respect of the same subject-matter on 
different persons the first in time prevails.83 

(i) A document will attract more weight if there is evidence that all the parties 
concerned, or their privies, were involved in its making as against when it was the 
unilateral document of one party, unless it is against the interest of the person 
solely making it.84 

(j) Document produced from proper custody attracts more weight as it is presumed to 
be genuine. Production of a document from proper custody confers on such 
document greater probability of accuracy.85 

(k) Whether the document is authenticated by the maker or someone else and whether 
the document is of a kind which is self-authenticating e.g. deeds and other 
notarized instruments, certified copies of public records, official publications 
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including statutes, newspapers or periodicals, and, labels, signs, trade inscriptions 
or other inscriptions indicating ownership, control or origin.86 Where it is 
authenticated by the maker or other persons with knowledge of it or it is one that 
self authenticates, it logically carries greater weight. 

(l) Any possible bias of the author and his relationship to the parties. 

(m) Specificity of the documentary evidence. As a measure of conclusiveness and, ipso 
facto reliability and weight, a document ought to be unambiguous, decisive and 
unequivocal in the facts it seeks to establish instead of being entirely remote and 
conjectural such that its true context could only be ascertained by an enquiry into 
fresh collateral matters.87 

(n) Consistency of the documentary evidence with the oral evidence in the case. 

(o) Whether the document constitutes an admission,88 such as a tweet or SMS that has 
been admitted by the sender as having emanated from or sent with his his consent. 

(p) Whether there was a sponsoring witness who was available for cross-examination 
and who was cross-examined on it.89 

(q) Whether the adverse parties had access to the document or computer record, prior 
to the trial or during the trial to enable them form their own opinion about it. A key 
consideration is the availability of the computer for inspection by the party against 
whom the evidence is being tendered, for which reason, expert evidence may be 
called.90 

(r) Whether there was a failure to apply the confrontation rule (the rule in Brown v 
Dunn).91 

(s) While the language in which a document is written is irrelevant to its admissibility 
except where it is deemed hearsay, unless a document is written in English 
language or it is translated into English language, no probative value can be 
ascribed to it.92 

F. TECHNICAL FACTORS FOR ASCRIPTION OF WEIGHT TO ELECTRONICALLY 
GENERATED DOCUMENTS 

Computers or electronic devices are technical materials. The greatest challenge in 
relying on electronic records or computer based evidence is reliability. Electronic data is 
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said to be easy to create copy, alter, destroy, and transfer from one medium to another. In 
short, by their nature they can be easily manipulated, thus making their accuracy and 
reliability always suspect, and hence, creating a conflict between their relevance and 
admissibility. Reliability is determined or assessed by the manner in which the data 
message was generated, stored or communicated, the manner in which the integrity of the 
data message was maintained, the manner in which its originator was identified, and by 
any other relevant factor.93 

The evidence obtained from the use of computers is not the usual run-off the mill 
evidence and so, to ascribe value to it, some considerations must apply. We have thus set 
out factors that may apply to all computer or electronic based evidence and in doing so 
may discuss different rules applying to some specific kinds of electronic or computer 
based evidence. 

(i) The Chain of Custody 

As with real evidence, the court will be more persuaded about the premium to 
place on electronically generated evidence if it is supported by a defensible chain of 
custody record, which establishes the handling and movement of evidence before, during 
and after collection. An unbroken chain of custody is reason to confer valuable weight on 
the evidence. Any mishandlings of the collection and transfer of electronic data can 
adversely impact the weight given to the evidence by the court. Thus, establishing that 
data moved from point A to point B, and only from point A to point B, is important to 
show that the data was not at risk of being tampered or altered. Through a chain of 
custody form it can be seen the entire log of who handled those data or evidence involved 
and for what purpose. In majority of cases, issues as to chain of custody of evidence may 
also likely arise if there are discrepancies concerning the key characteristics of the items of 
evidence, e.g. its quality and quantity when it was generated or recorded vis-à-vis when it 
was brought before the court. 

Where the evidence shows that the evidence was at one time in the chain in the 
custody of somebody who could have a motive to tamper with it, it calls for 
circumspection from the court. Similarly if there was an unexplained hiatus, such that 
between point A and point B, there was an interval in which the custody of the data could 
not be accounted for, the court will have to exercise caution in relying on such evidence.94 
The chain of custody of each piece of evidence, where the relevant evidence is the 
aggregation of several pieces, must be carefully documented. 

When considering chain of custody of electronically generated evidence or 
evidence generally, the evidence of the systems in place to assure the integrity of the 
evidence while in custody will attract great weight to it. Hence, given the ubiquity of 
some electronic devices, for instance, it will be considered advantageous if, for purposes of 
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preserving the chain of evidence, the unique identification numbers were shown to have 
been recorded, thereby discharging this burden if there are many caches of similar looking 
or similarly identified disks that are in custody, and there is no way of distinguishing 
between them, or if they are mixed up. Factors strengthening reliability of a chain of 
custody include the number of those with access to a given computer and the security 
measures taken to control access to it. 

(ii) Best Evidence Rule 

The conditions under which the electronic record was made include date, time, 
location, people present, and other relevant conditions. The best evidence rule requires 
that the original document (recording) be admitted into evidence if it is available since 
digital recordings are very susceptible to alteration.95 The rules of preference dictates that 
where a particular kind or character of evidence exists and is usually self-executing or 
self-sufficient and therefore considered to enjoy a higher degree of integrity, some other 
evidence of different or similar kind or character that usually depends on the existence or 
absence of some other evidence or circumstances for the value ascribable to it or is 
considered more liable or susceptible to contamination or distortion, will succumb or 
yield weight to the former specie of evidence if the latter asserts anything contrary to it.96 
In line also with the best evidence rule, where the question is whether a particular 
printout is a reliable reproduction, its electronic source must be sufficiently accounted 
for. 

(iii) Metadata for authentication 

Metadata, which is frequently referred to as “the data about data,” is electronically-
stored evidence that describes the history, tracking, or management of an electronic 
document. Metadata includes the hidden text, formatting codes, formulae, and other 
information associated with an electronic document. For a typical document, metadata 
also includes, inter alia, the name of a file, its location on the computer’s hard drive, the file 
extension, dates of creation and modification, and names of users who have permission to 
open or alter a file. The use of properly preserved and collected metadata of any electronic 
document can be used to bolster a proponent’s likelihood of having such evidence 
properly authenticated and worthy of weight. The use of encryption on a computer or 
watermarking capabilities will strengthen the authenticity of the relevant information 
and reduce the burden on the litigant in introducing the information into evidence and 
bolstering its probative force.97 

By way of illustration, the metadata of an image that a digital camera records can 
include the dimensions of the image, the file size and location, the make and model of the 
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camera used to take the photograph, the focal length and ratio, exposure time, and the 
dates the photo was taken, last modified, and last opened. Some cameras even have 
internal GPS chips that record the precise location the picture was taken. The date and 
time stamping in the camera can establish the proof of fact in issue. Twitter metadata 
fields capture information such as timestamp for the creation date for individual tweets, 
the geo-location coordinates from where the tweet was sent, and the user’s name. In like 
manner, Facebook metadata authenticating fields of information may include similar data: 
user ID, account ID, the date a post was created, name of a user a wall post is directed to, 
and a unique identifier of a message thread. 

Be that as it may, caution is still advised and the court is advised to look for 
consistency in the information contained in the metadata with other evidence before 
ascribing weight. There is a caveat that metadata may not be entirely dependable for 
several reasons. It can be easily altered or it may not have been saved as accurate in the 
first place. There can also be instances where the date and time of the camera are already 
set incorrectly in the first place. Another case is when an image is transferred from the 
camera to the computer; it then reflects the date and time when the image was created in 
the computer not the original date of creation in the camera. Similarly, merely opening or 
resaving an image file also changes dates in the metadata of the image. 

Whatever may be the challenges, Whatsapp chats, SMS conversation, tweets, and 
the like may attract weight if their genuineness can be assured (i.e. they were genuinely 
written, sent, or received by the parties and that they contain the full conversation). This 
task is usually accomplished, apart from the particulars of metadata above, by the 
proponent doing the following. The first thing is to save or preserve the evidence. For this 
the proponent need to screen capture the text messages or find a way to save the entire 
conversation so that it can be transferred, displayed, or stored on another device to be 
admitted at trial or deposition. The next thing is to endeavour to authenticate the source 
of the messages or chat which may be accomplished in any of the following ways: causing 
the other party to admitting they are his or her texts or chats, a witness giving evidence 
that he witnessed the conversation or saw the text messages created or sent, evidence 
given of the characteristics of the message or chat itself (the metadata), offering 
circumstantial proof (such as phone company proof) and or relying on ‘reply 
authentication,’ in which a reply text is deemed authentic because it is clearly in response 
to the text message that was initially sent and the burden is shifted to the other party to 
deny. 

(iv) Authentication by Expert Opinion 

Experts are persons who are specially skilled in a field of science or art who offers 
the court their opinion on their field of expertise to enable the court form its own 
opinion.98 The existence of an accepted expert’s opinion regarding computer related 
evidence may be ground for the court to accord great weight to the electronically or 
computer-generated evidence. 
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An expert may explain why the content of the data generated by or derived from a 
computer is to be trusted or not to be trusted. Relying for instance on video evidence 
without expert interpretation risks failure to reach the correct conclusions based on the 
evidence or worse, reaching the wrong conclusions. Forensic analysis must present 
accurate results to the court. In order to do so the computer forensic expert must have 
good skills and knowledge on computer forensics and also digital forensic science. 
Forensic examiners must be able to explain in detail about the analysis conducted and 
learn how to quantify and account for the resulting uncertainties which include the 
system clock of the computer which represents the time, date and sequence of events.99 

An expert’s evidence may by bolstered by demonstrative evidence, such as 
computer generated animations. Animations are themselves not evidence or purport to be 
scientific recreations of an actual event but are thought of as visual aids used in support of 
witness testimony with the purpose of helping the court understand a witness’s 
testimony. The proponent must however ‘establish that the facts or data on which the 
expert relied in forming the opinion expressed by the computer animation are of a type 
reasonably relied upon by experts in the subject area,’ and that ‘the computer animation 
[is] a fair and accurate depiction of that which it purports to be.’ Additionally, the 
opposing party must be afforded the opportunity for cross-examination. The animation at 
issue may be without value where the expert whose opinion the animation illustrated 
never testified and the defendant had no opportunity to cross-examine him.100 

In contrast, computer simulations are considered substantive evidence. The 
computer itself is the expert (albeit inanimate). Simulations are computer generated 
models or reconstructions based on scientific principles, created by entering data and 
engaging in computer-assisted analysis in accordance with widely accepted methodology. 
Rather than depicting a witness’s testimony in the manner of an animation, simulations 
form conclusions based on raw data which the court may rely on and form an opinion. 

(v) Evidence of Technical Integrity of Computer-Stored Records 

For purposes of reliability and weight, proof of the integrity of computer record 
may correlate to the extent that computer related evidence is free of five possible errors. 
These are errors in perception, errors in input, errors associated with inadequate hardware security, 
errors caused by hardware, and errors associated with computer software.101 

‘Errors in perception’ refers to mistakes which occur when computer operators 
misread information being put into the computer. ‘Errors in input’ occur when 
typographical mistakes are made. ‘Inadequate hardware security,’ denoting the possibility 
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of tampering, potentially affects the reliability of computer stored records, though it can 
be a problem with both manual and electronic record keeping systems. The last two 
problems, involving the reliability of hardware and software, are peculiar to computers 
themselves. Hardware means the computer equipment and peripherals; the equipment 
and devices that make up a computer system (hardware) as opposed to the programmes 
used on it, which is the software. Particularly, errors in software protocol could cause 
mistakes and inaccuracies in computer-stored or produced information. 

With errors in perception and errors in input, they are ever present regardless of 
the system used, but are tempered by the presumption of reliability pertaining to business 
records that assumes keeping the records in the regular course of business assures 
accuracy. More importantly, the court will look to see if there is evidence that the 
computer system is designed to contain sub-systems to catch input errors. While it is 
unlikely that an error-checking system will detect all mistakes, the presence of such 
systems decreases the number of errors in the business records and hence affords a reason 
to give greater weight to records generated from such systems. 

With inadequate hardware security, the court will look to see what nature of 
house-keeping and security management are in place to keep away unwelcome 
interference with the computer and keep it from impacts that could cause it to 
malfunction. With hardware and software reliability, a certificate under s84(4) of the 
Evidence Act would readily confer reliability unless neutralized by cross-examination. 
Hardware carries out standardized mechanical procedures, which are relatively easy to 
test. However, the more the number of software applications in a computer, the greater 
the risk of inaccuracies bred by one. Similarly, software is constantly updated and hence 
the more up-to-date the software is, the more reliable the computer and the information 
obtained from it is taken to be. In the same way, for instance, the presence of anti-virus or 
computer content protection programmes will confer further credibility on computer 
related evidence. 

By way of summary, we may conclude by citing the US case of In re Vee Vinhnee,102 
where an eleven steps foundation process for authenticating computer records was 
outlined, and it is helpful to adopt them. The steps are as follows: 

(i) The business uses a computer. 

(ii) The computer is reliable. 

(iii) The business has developed a process or procedure for inserting data into the 
computer. 

(iv) The procedure has built-in safeguards to ensure accuracy and identify errors. 

(v) The business keeps the computer in a good state of repair. 

(vi) The witness had the computer readout certain data. 
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(vii) The witness used the proper procedures to obtain the readout. 

(viii) The computer was in working order at the time the witness obtained the readout. 

(ix) The witness recognizes the exhibit as the readout. 

(x) The witness explains how he or she recognizes the readout. 

(xi) If the readout contains strange symbols or terms, the witness explains the 
meaning of the symbols or terms for the trier of fact. 

G. FURTHER COMMENTS ON EVALUATION OF PHOTOGRAPHICAL, VIDEO AND 
OTHER SIMILARLY GENERATED EVIDENCE 

Photograph is defined to mean a picture formed by means of the chemical action of 
light on film, and then transferred to specially prepared paper. Similarly, video cassette has 
been described as a film, etc. recorded on a video tape while a video is ‘the process of 
recording, reproducing or broadcasting films on magnetic tape using a special camera and 
a television, or to record moving pictures on video tape.’103 Obviously, as earlier stated, the 
definition of a document in s258 of the Evidence Act, 2011 fully accommodates 
photographs, videos and similar kinds of media. Thus, the usual considerations applying 
to the evaluation of paper based documentary evidence may equally apply to photographs 
but not necessarily visual based evidence. 

Before the coming of the digital camera, for photographs to be admissible, they 
were normally tendered by production of the printed picture and the negative and are 
usually accorded high credibility.104 Given that ‘computer’ means any device for storing 
and processing information, and any reference to information being derived from other 
information is a reference to its being derived from it by calculation, comparison or any 
other process,105 a digital camera, from which pictures may be produced without 
negatives, definitely rank as computers.106 In that wise the admissibility of any such 
picture will be in accord with s84 of the Evidence Act. 

The crucial consideration is what factors must be considered in ascribing weight to 
photographs. The first consideration is the relevance of the photograph to the facts in 
issue; the greater the relevance, the greater the evidentiary value. Indeed relevance is a 
precondition for admissibility of the photograph. Another consideration is the 
authentication of the photograph. The proponent authenticates photographic evidence by 
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showing that the evidence accurately reflects or represents its subject. Typically, 
authentication is provided by the testimony of a witness familiar with the subject. 

For photographs of things or objects that are either undetectable to the naked eye 
or meaningless to the untrained eye, a similar procedure is used to authenticate them. 
Experts, for example, must validate the accuracy of photographs of microscopic fibres or 
finger-prints. The witness who authenticates a photograph’s accuracy need not have been 
the photographer. Indeed, the witness need not have been present when the photograph 
was taken. The court’s focus is not on the photographer’s skill or on the integrity of the 
development process (though also important considerations), but rather on the witness’s 
impression that the photograph accurately represents its subject.107 

With respect to the question of authentication, a distinction is made between two 
theories for admitting photographic evidence - the pictorial testimony theory and the silent 
witness theory. While the pictorial testimony theory considers photographic evidence as a 
graphic illustration of a witness’s testimony and therefore requiring authentication, the 
silent-witness theory does not require witness authentication because the photographic 
evidence is treated as self-authenticating i.e. the photograph constitutes substantive 
evidence of a material issue, independent of any testimony e.g. a picture by a surveillance 
camera.108 It is submitted that even here evidence ought to be adduced on the installation 
and chain of custody of the self-authenticating photographic evidence. 

A photograph’s evidentiary value may be diminished in two ways. Firstly, the 
photographer can distort a photograph and mislead the court or fact-finder with a 
deceptive representation of the photograph’s subject. Secondly, the photograph can 
influence the court or fact-finder improperly, regardless of the technical accuracy of its 
representation.109 Courts ought to be circumspective and consider potential distortion to 
the accuracy of photographic evidence that may be wrought by technical details such as 
lens type, camera position or perspective, lighting, film type and speed, lens filters, camera 
quality, length of exposure, and the development process. 

Lens variations, especially of photographs of places and objects, can produce 
strikingly different results even if the photographer takes the photographs from the same 
position. Every lens has a specific focal length which is the distance between the surface 
of the film and the points near the lens at which the incoming light rays converge to form 
an image. Lenses with long focal lengths tend to shorten lines, narrow the width of an 
area, and make objects appear closer while lenses with short focal lengths tend to elongate 
lines, broaden the width of an area, and make objects appear farther away.110 
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Thus, for instance, in determining a motorist’s contributory negligence, the court 
could be misled by the lens type which could combine with the camera position to distort 
the distance between any sign and a crossing. Variations in film and lens filters can be 
used to accentuate or to minimize contrasts, making wounds appear deeper or shallower 
than they actually are but colour photographs are less subject to distortion by filters and 
generally portray their subjects more accurately than comparable black-and-white 
photographs.111 Where, during the development process, the photographic negative is 
reversed, the reversed negative reverses the right and left sides of a photograph, and 
produces a clear but deceptive print. 

Similarly, camera position presents a further threat to photographic accuracy. This 
can cause distortion even if the lens does not distort the photograph. Thus, a photograph 
taken from just above ground level would depict an obscured view while a photograph 
taken several feet higher, however, would show much better visibility. Likewise, lighting 
can also make a subject appear either lighter or darker than it was at the time in issue. 
Changes in lighting can also affect an object’s apparent dimensions or depth; while 
insufficient lighting minimizes the dimension of an object or the depth of a hole, enhanced 
lighting emphasizes both dimension and depth. Other indicia of reliability will be the cost 
and quality of the camera, the expertise of the photographer, whether there was 
retouching of the photograph, exposures and chain of custody of negatives etc. Courts and 
decision makers particularly have to guide against the risk of prejudging the issues 
influenced by the nature of the pictures e.g. gruesome picture eliciting pity. 

Motion pictures or video tape evidence in general have the same considerations 
applying to photographic evidence. However, they come along with some further 
challenges. A motion picture must be relevant to a material issue and properly 
authenticated to be admissible and carry weight. A motion picture’s portrayal of a visual 
image normally differs significantly from a photograph’s portrayal of a visual image. The 
special attributes of film presentation (such as action, lifelikeness and susceptibility to 
manipulation) present unique problems regarding the motion picture’s evidentiary value. 

Thus, the speed of a motion picture can misrepresent an allegedly disabled person’s 
physical capabilities112 and thereby mislead the basis for decision-making. Apart from 
speed, editing and continuity of filming are important to its reliability. Besides, evidence 
in the form of moving pictures or videotapes usually show only intervals of the activities 
of the subject; they do not show rest periods, and so do not reflect whether the subject is 
suffering during or after the activity. In like manner, videoatapes of the activities of a 
person can turn out to be made to be misleading because they can make actions that 
occurred at different times or over a long period of time appear to occur within a short, 
uninterrupted time period.113 

Similarly, a videotape may have been specifically created to advance a particular 
point of view. As with motion pictures, videotapes of the activities of disability claimants 
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can also be misleading because they can make actions that occurred at different times or 
over a long period of time appear to occur within a short, uninterrupted time period. 
Thus, there is always the possibility that the videotape evidence may have been 
intentionally made to misrepresent the truth. In any event, the videotape is likely to 
reflect the biases or predisposition of the producer. A witness familiar with the 
circumstances of the production of the videotape and who is available for cross-
examination provides the best means to test the reliability and strength of the evidence. 

Thus, usual considerations will include:114  

(a) conditions under which, including when, and the aims or purpose for which, the 
video was produced; 

(b) who the producer is and any biases or prejudices the producer may have; 

(c) whether any part of the video was, or could have been staged;  

(d) whether the video is a recording of another tape or of a television broadcast;  

(e) whether the video was edited after filming; 

(f) nature and extent of any editing; 

(g) the nature of any accompanying commentary, given that the commentator may not 
be cross-examined; 

(h) credibility of any witnesses who testified about the manner in which the videotape 
was produced; and 

(i) the availability of any other corroborating evidence. 

In Akerele Kayode Oyewole v Gbenga Oyekola & Ors.,115 the appellant had urged that 
contrary to the finding of the Tribunal that the photographs tendered were not clear 
enough to show that there was a disruption of the election at Idiagbon unit of Ward 5, the 
photograph (Exhibit ‘A’) was sufficient and clear and shows that there was in fact a 
disruption of the election. From the record, it appeared the trial court had, apart from the 
lack of clarity, also considered the fact that the pictures were taken after the election. In 
the words of the Court of Appeal, ‘the time when the photograph was taken is apt to bog 
the mind so as to diminish the mental clarity about the credibility of the story and the 
impression to be formed of the various actors.’ Similarly, in Umar v Bayero University116 the 
trial court had relied heavily on a photograph and its accompanying negative; as the said 
photograph was taken ten months after the incidence and not contemporaneous with it, 
the photographs were considered to be of no evidential value. 

In closing, it may be mentioned that video evidence in issue may be in the form of 
deposition by a witness or a confessional statement, especially with the recent provisions 
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of s15(4) of the Administration of Criminal Justice Act to the effect that when a suspect 
who is arrested with or without a warrant volunteers to make a confessional statement, 
the police officer shall ensure that the making and taking of the statement shall be in 
writing and may be recorded electronically on a retrievable video compact disc or such 
other audio visual means.117 

Thus, with respect to depositions, two realities must be borne in mind. Firstly, 
consciously or inadvertently, the cameraman can present a biased view of a witness’s 
testimony by altering the camera’s perspective or by focusing exclusively on the witness 
during a deposition, thereby emphasizing his testimony or confession more than the 
examining attorney’s questions. Secondly, with videotaped deposition, it is more difficult 
to perceive the witness’s demeanour; the court can perceive only the videotape’s rendition 
of the witness’s demeanour.  

The same challenges can affect a recorded confessional statement. Consciously or 
inadvertently, the cameraman can present a biased view of a suspect’s confession by 
altering the camera’s perspective or by focusing exclusively on the suspect giving a 
statement, and leaving out the policeman or any questioning done by the policeman. Of 
course, invariably most times the cameraman may be police personnel whose 
disinterestedness may be compromised. Thus, the question of a video-tape may first arise 
in a trial within trial. In considering the reliability of such tapes, the court must take into 
account that although the procedure for charging an accused involves many stages, 
including the administration of the words of caution, the videotape usually shows only 
the final step in the process i.e. the confession. Furthermore, the appearance of the 
accused on videotape can also be deceiving; depending on the maker, videotapes tends to 
roughen the appearance of the subject, emphasizing physical characteristics such as 
marks or scars, blemishes and beards, as well as unpleasant behavioural characteristics. 
Finally, videotape probably will have a more dramatic effect than a written statement 
because of the fleeting nature of visual images on a videotape which leaves less time for 
critical analysis.118 

H. CONCLUSION 

We wish to conclude this paper by underscoring that we operate an adversarial 
system.  Consequently, it is not the duty of the court to raise matters of inadmissibility or 
non-compliance with conditions precedent unless the evidence sought to be tendered is 
inadmissible in any event. It is rather for the opposite party to raise the objection and if no 
objection is raised to the non-compliance to the conditions, it would be taken as having 
been waived, and the evidence can be properly admitted.119  This way the court avoids the 
risk of being accused of bias or interference. We thank you for listening. 
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