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OBJECTIVE
At The of this workshop participant’s will be able to:

Guard/Protect The Office And Its Facilities From Espionage, Subversion And Sabotage;
Protect The Office And Activities In The Office From Theft/Stealing, Pilfering, Vandalism And
Waste Of Material Assets;

Protect The Office And Assets In The Office/Organization From Destruction By Fire, Disasters
And Emergencies And Other So-called “Acts Of God”; And
Cope And Manage Unforeseen Disasters And Emergencies.

OUTLINE
INTRODUCTION

SAFETY VS SECURITY
TYPICAL OFFICE ACTIVITIES
EMERGENCY SITUATIONS AND PROCEDURES IN AN OFFICE ENVIRONMENT

THREATS TO OFFICE EQUIPMENT AND TECHNOLOGY
SECURITY AND SAFETY CONSCIOUSNESS

CONCLUSION

INTRODUCTION
• SAFETY means protection from accidents. Safety science is related to the health and well-being
of people at work and in other activities. The longest traditions of Safety Research come from the
high-risk Industries, including Nuclear Plants, Shipping, Offshore operation (Oil And Gas

Production) and transportation. Still, focus is principally on the unintended incidents (Kufås,2002).
• SECURITY has its roots in theft protection. Today the field covers everything from Personal to
National Security, including Financial Crime, Information Protection, Burglary And Espionage among
others. Security relates to those problems where people act deliberately to gain profit or, for

some reason, create harm. Consequently, Financial Business, the trading sector and the National
Defence have the longest traditions of Security Work (Kufås, 2002).

WHO IS A SECRETARY?
• A SECRETARY, ADMINISTRATIVE PROFESSIONAL, OR PERSONAL ASSISTANT IS A PERSON WHOSE WORK
CONSISTS OF SUPPORTING MANAGEMENT, INCLUDING EXECUTIVES, USING A VARIETY OF PROJECT
MANAGEMENT, COMMUNICATION, OR ORGANIZATIONAL SKILLS. HOWEVER THIS ROLE SHOULD NOT BE
CONFUSED WITH THE ROLE OF AN EXECUTIVE SECRETARY, WHO DIFFERS FROM A PERSONAL ASSISTANT. IN
MANY COUNTRIES, AN EXECUTIVE SECRETARY IS A HIGH-RANKING POSITION IN THE ADMINISTRATIVE
HIERARCHY.
• THE FUNCTIONS OF A PERSONAL ASSISTANT MAY BE ENTIRELY CARRIED OUT TO ASSIST ONE OTHER
EMPLOYEE OR MAY BE FOR THE BENEFIT OF MORE THAN ONE. IN OTHER SITUATIONS A SECRETARY IS AN
OFFICER OF A SOCIETY OR ORGANIZATION WHO DEALS WITH CORRESPONDENCE, ADMITS NEW MEMBERS, AND
ORGANIZES OFFICIAL MEETINGS AND EVENTS (WIKIPEDIA).
• A SECRETARY IS A PERSON WHO IS EMPLOYED TO DO OFFICE WORK, SUCH AS TYPING LETTERS, ANSWERING
PHONE CALLS, AND ARRANGING MEETINGS(COLLINS ONLINE DICTIONARY).

WHO IS A PROTOCOL OFFICER?
• A PROTOCOL OFFICER IS THE PERSON ON YOUR TEAM THAT PLANS AND ORCHESTRATES V.I.P. VISITS,
CEREMONIES, MEETINGS AND SPECIAL EVENTS.

SAFETY VS SECURITY

• SAFETY Is protection against random incidents. Random incidents are unwanted incidents that
happen as a result of one or More coincidences.

• SECURITY Is protection against intended incidents. Wanted incidents happen due to a result of
deliberate and planned act.

TYPICAL OFFICE ACTIVITIES

Typically Office activities would include, but not limited to the following:

POLICY FORMULATION;
POLICY IMPLEMENTATION;
COMMUNICATION;
MEETING AND DISCUSSIONS.

TYPICAL OFFICE ACTIVITIES

Perhaps, the most comprehensive document which outlines the “Modus Operandi” of security
management in the public service of The Federation Of Nigeria is the “Federal Republic Of Nigeria
Security Instruction”. This document is confidential and its circulation is restricted to officers who
need to know.
The Document deals with the following:

Personnel Security:

Physical Security
Document Security
Security of Public Buildings

SECURITY OF CLASSIFIED DOCUMENTS

The aim of document security is to ensure that classified papers are seen only by authorized persons

who have a real need to have access to them for the proper performance of their duties.
In other words, we make classified documents and information available to individuals on “Need To
Know Basis". Hence, we make information available to individuals, who have real need to know about
it, for the effective performance of their duties.
This need to know basis is achieved by taking the following control measures.

(i)

BACKGROUND INVESTIGATION

(ii) CLASSIFICATION OF OFFICIAL DOCUMENT

(iii) CONTROL

SECURITY OF CLASSIFIED DOCUMENTS CONT’D

There are various measures usually put in place to control corporate sensitive documents. The
measures are:

a.

The circulation of classified documents should be strictly limited to those who need them for
the effective performance of their duties.

b. Number outgoing correspondence or shade the names/ designations of addressees with special
markers.

c.
d.

shred all waste papers.
Electric typewriters with memory and computers should be checked and memory cleared.

e. Control Of Photocopying Machines: This Is Easily Used For Illegal Or Unauthorized Copying Of
Classified Documents.

SECURITY OF CLASSIFIED DOCUMENTS CONT’D

f. Taking of classified documents out of the Office must be discouraged. To be allowed only
when it is essential to the conduct of official business.
(IV) TRANSMISSION OF CLASSIFIED DOCUMENTS: This has to do with the movement of
documents or files from one office to another.
(V) STORAGE: By storage, we mean the manner by which official documents are kept to
discourage damage, theft, pilferage or leakage.

•

Top secret documents should be kept in safes, preferably fitted with combination locks.
Such safes should be secured to the floor except overweight and size becomes advantageous.
secret and confidential documents should be kept in metal filing cabinets fitted with a metal bar
covering all drawers and secured.

EMERGENCY SITUATIONS AND PROCEDURES IN AN OFFICE ENVIRONMENT

Emergencies, disasters, accidents, injuries, and crimes can occur without warning. Being prepared to
respond to unexpected emergencies is an individual and an organizational responsibility.
Below are listed procedures and counter measures:
Lockdown
Events That May Require Activation of Procedure:
Active Shooter/Mass Shooting
Major Criminal Activity Occurring in Area around Campus (Bank Robbery)

Hostage Situation
Riot/Large Uprising
Chemical Spill/Toxic Gas or Biological Release, etc

Emergency Situations and Procedures in an Office
Environment Cont.
To maximize your safety during a lockdown, please consider the following recommendations:
If the threat is outside of buildings or in the neighborhood...
If in an office, remain there and take shelter. If the door has an internal lock, lock it. Those in
common areas of the building should immediately move into a classroom or other safe area if
possible.
If in an administrative building, remain in or proceed to a room and take shelter. If the door has an
internal lock, lock It.
If in a residence hall, remain in or proceed to your room, lock the door, and take shelter. Those in
common areas should attempt to move into a room or other safe area if possible.

If you are outdoors on your organization grounds, take shelter as best as possible or proceed off
premises.

Emergency Situations and Procedures in a Office Environment Cont.

To maximize your safety during a lockdown, please consider the following recommendations:
If the threat is from a person known or believed to be inside a building...

Consider the above recommendations
Additionally, turn ringers and other tones off on cellphones and turn off lights.
Remember: All exterior doors to buildings will be locked. Card access will be shut off. Use your best
judgment in determining the safest course of action to protect yourself.
When the emergency has been resolved and the lockdown is no longer needed, the Office of Safety
and Security will send an AceAlert that the emergency has ended and the "lockdown" has been
terminated.

Emergency Situations and Procedures in an Office Environment Cont.

Fire
The Office of Safety and Security and Residence Life have established:
In the event of fire:
Pull the fire alarm to warn others.
Call campus security, if possible at hot line, and provide them with as much information as possible.

Attempt to extinguish the fire ONLY if it is very small and you know how to do it safely.
If the extinguisher does not put out the fire within a minute, leave immediately.
If not in immediate danger, remain at the scene to direct security officers or firefighters to the

fire.
Do not reenter the building until the proper authority has given the all clear.

Emergency Situations and Procedures in an office Environment Cont.

Earthquake
Basic guidelines for an earthquake:
 Do not attempt to exit a building or vehicle
 If in an office or room:

• Get under a table or desk or brace yourself in an interior doorway.
• If no desks, drop to knees, fold arms close to knees and bury your face in your arms, use notebooks or
jackets for added protection for your head.

• Stay clear of windows, bookcases, refrigerators, light fixtures, or other heavy objects which might slide
or fall.

Emergency Situations and Procedures in an Office Environment Cont.

• If in a hallway, take the following actions:
• Get in an interior doorway, brace yourself against the side jambs.

• Drop to knees, fold arms close to knees, bury your face in your arms, use notebooks, or jackets for added
protection of your head.
 If outdoors, move away from buildings, power lines, utility poles, and other structures.

 In an automobile, stop in the safest place available, preferably an open area away from power lines, light
poles, and trees.
 Stay in the vehicle for the shelter it offers.

Emergency Situations and Procedures in an Office Environment Cont.

Sample Security Office Location:
Office security should be accessible 24-hours a day, seven days a week. In case of an emergency
call security at a local line .
The security office is located at the exterior northwest corner of A Building, across from the
Bookstore. Please refer to the map below.

THREATS TO OFFICE EQUIPMENT AND TECHNOLOGY

In the light of our discussions above, what are the likely threats to office equipment and technology in our
various office/organizations. It is submitted that the major threats would include:

Theft/stealings;
Vandalism/willful damage;
Sabotage;
Pilfering and removal of parts; and
Criminal negligence in terms of care, etc.
The list is by no means exhaustive. At the center of the whole issue is the attitude of staff or personnel of the
organization to the safety and security of those equipment that matters. This brings us to the question of
security consciousness.

SECURITY AND SAFETY CONSCIOUSNESS

Consciousness is a state of one’s mind. One is conscious, for instance of the need to do certain things
so as to stay alive, for example, to feed and have shelter, security and safety consciousness will
therefore imply the ability to assess or perceived security and safety dangers to oneself or the

organization with a view to taking counter measures to neutralize such threats.

In modern security management, the emphasis is loss PREVENTION, rather than waiting for the loss
to occur and then take measures.

SECURITY AND SAFETY CONSCIOUSNESS Cont.

In other words, the strategy is to know why staff of an organization commits certain offences or betray their organizations.
Experience has shown that this can happen because of a number of reasons which include:
 Lack of motivation;

 Lack of commitment to the job;
 Employee disgruntlement;

 Improper venting before employment;
 Lack of continuous monitoring on the job;

 “double standards” and injustice on part of management;
 Favouritism; and
 Love/sex and money (The Man is Good).
Another major reason why staff lacks security consciousness is pure ignorance on what security is all about. It is for this fact
that the Federal Republic of Nigeria Security Instructions (FRNSI) enjoins all public service organizations to have
Departmental Security Officers not below Grade Level 12. These Officers are to ensure the implementation of the measures
contained in the FRNSI and issue out written security rules concerning their organizations/establishments.

• "PROTECT YOUR HANDS; YOU NEED
THEM TO PICK UP YOUR PAY CHECK."

GENERAL PRECAUTIONS
• YOUR SAFETY IS YOUR PERSONAL RESPONSIBILITY.

• ALWAYS FOLLOW THE CORRECT PROCEDURES.
• NEVER TAKE SHORTCUTS.
• TAKE RESPONSIBILITY AND CLEAN UP IF YOU MADE A MESS.
• CLEAN AND ORGANIZE YOUR WORKSPACE.

• ENSURE A CLEAR AND EASY ROUTE TO EMERGENCY EXITS AND EQUIPMENT.
• BE ALERT AND AWAKE ON THE JOB.
• BE ATTENTIVE AT ALL TIMES TO YOUR WORK SURROUNDINGS.

• WHEN IN DOUBT, CONTACT YOUR SUPERVISOR OR MANAGER FOR INSTRUCTION,
GUIDANCE, OR TRAINING.
• NEVER TAKE RISKS WHEN IT COMES TO SAFETY.
• OBEY SAFETY SIGNS, STICKERS, AND TAGS.

• TAKE SHORT BREAKS WHEN YOU KEEP UP A REPETITIVE MOTION FOR A LONG PERIOD OF
TIME, AND SIT, STAND, OR WALK WITH GOOD POSTURE.

• REPORT SERIOUS INJURIES IMMEDIATELY TO A SUPERVISOR AND GET EMERGENCY
ASSISTANCE.
• KEEP THINGS IN PERSPECTIVE. HAZARDS MAY BE LIMITLESS, SO FOCUS ON THE MOST
LIKELY RISKS FIRST.

CONCLUSION
Solution to security problems of each establishment/organization should be based on the peculiar
problems confronting the organization. It may be in the area of physical security, personnel or
document security etc. But no solution should forget to take the human factor into consideration for
human beings implement effective and efficient security policies.
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