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A FEW TERMINOLOGIES
The name of
the technology
that empowers
digital currency
is blockchain.
Sometimes
referred to as
distributed
ledgers (DLT).

Blockchain is the name of the tracking database underlying
the digital currency bitcoin, now used broadly to refer to any
distributed electronic ledger that uses software algorithms to
record transactions with reliability and anonymity.
Bitcoin is the most prominent of those cryptocurrencies or
Cryptoassets.
Bitcoin is the most well known application of blockchain.
DLT refers to a family of technologies that use a distributed group of
participants to collectively maintain a shared, replicated and
synchronised record, without reliance on a single central party or
centralised data storage.
Decentralized verification is the key differentiating attribute of this
type of system.
Distributed ledger – a common record of activity that is shared
across computers in different locations.
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CURRENCY: CRYPTO, DIGITAL OR VIRTUAL &
DISRUPTIONS
• It is digital…. represented in digital form.
• Virtual … their existence in a virtual rather than physical form and
online environments.
• Cryptocurrency….the use of cryptography in issuance, and in the
validation of transactions.
• The distinction between digital currencies and e-money
– lies in the associated technological innovation and its impact on the
concept of settlement
– Settlement means a common agreement that a transaction has taken place.

• E-money is technologically similar to existing payment systems
– a trusted central party operates a ledger to which everyone in the system
refers;
– settlement still requires a trusted central entity.

• Disruptive innovations associated with digital currency schemes refer
– not only to the “asset aspect” (digital currencies issued automatically
which are not a liability of any party),
– but more significantly to the “payment aspect” (payment mechanisms
based on a distributed ledger that allow peer-to-peer transfers without the
involvement of trusted third parties)
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WHAT ARE DIGITAL CURRENCIES?
Situating Digital Currency
“Fintech” is
combination of the
words financial
technology

Fintech:
Integration of
finance and
technology.

Fintech is a very
young industry

Use technology to
make financial
systems more
efficient

FinTech…Technologically enabled innovation in financial services
that could result in new business models, applications, processes or products
with an associated material effect on the provision of financial services
FSB

Major Fintech’s services segments

WHAT ARE DIGITAL CURRENCIES?
Two types of Digital Currencies:
Private and Central-Bank (Public)

Private
“A digital representation of value that is neither issued by a central
bank or a public authority, nor necessarily attached to a fiat currency,
but is accepted by natural or legal persons as a means of payment and
can be transferred, stored or traded electronically." ~
The European Banking Authority, 2014
A cryptocurrency is a token on a distributed consensus ledger (DCL)
that represents a medium of exchange and a unit of account. A
cryptocurrency can be obtained, stored, accessed and transacted
electronically.
Accenture
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WHAT ARE DIGITAL CURRENCIES?
Private
a subset of virtual currencies, which it defines as digital representations of value that
can be digitally traded and function as (1) a medium of exchange; and/or (2) a unit of
account; and/or (3) a store of value, but do not have legal tender status (i.e., when
tendered to a creditor, are a valid and legal offer of payment) in any jurisdiction.

Financial Action Task Force (“FATF”)
The main conclusion that can be drawn from the different perspectives set out above,
is that there is no generally accepted definition of the term cryptocurrencies available
in the regulatory space. Even more, most policy makers have refrained from defining
the term altogether. Amongst most frequently cited standard-setters, only the World
Bank and the FATF have put forward a clear-cut definition.

ECB
a good summary a cryptocurrency is “a digital representation of value that
(i) is intended to constitute a peer-to-peer (“P2P”) alternative to governmentissued legal tender,
(ii) is used as a general-purpose medium of exchange (independent of any
central bank),
(iii) is secured by a mechanism known as cryptography and (iv) can be
converted into legal tender and vice versa”.
ECB
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WHAT ARE DIGITAL CURRENCIES?
CBDC is an electronic form of central
bank money that can be exchanged in a
decentralised manner

a widely available,
consumer-facing
payment instrument
targeted at retail
transactions

a restricted-access,
digital settlement token
for wholesale payment
applications.

We are not planning to create a central bank-issued digital currency. BoE, July 2019
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WHAT ARE DIGITAL CURRENCIES?
Jul 5, 2019 at 09:16
Masayoshi Amamiya, deputy governor of the Japanese central bank has ruled out
the use of central bank digital currencies because to do so may require the country
to abandon cash.
Masayoshi Amamiya, cast shade on the notion that central banks could make
negative interest rate policies more effective by issuing their own digital currencies
(CBDCs).
Amamiya concluded:
“To overcome the nominal zero lower bound, central banks would need to
eliminate cash. Eliminating cash would make settlement infrastructure
inconvenient for the public, so no central bank would do this.”
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WHAT ARE DIGITAL CURRENCIES?

Understanding Central Bank Digital Currencies (CBDC), Orla Ward & Sabrina Rochemont,
Institute & faculty of Actuaries, March 2019
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EVOLUTION OF THE BLOCKCHAIN

Blockchain 1.0

Blockchain 2.0

Blockchain 3.0

Currency and
payments

Smart Contracts

Applications beyond
currency, finance, and
markets

The deployment of
cryptocurrencies in
applications related
to cash, such as
currency transfer,
remittance, and
digital payment
systems

The entire slate of
economic, market, and
financial applications using
the blockchain that are
more extensive than
simple cash transactions:
stocks, bonds, futures,
loans, mortgages, titles,
smart property, and smart
contracts.

Particularly in the
areas of government,
health, science,
literacy,
culture, and art
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BENEFITS

From Accenture
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BENEFITS AND FINANCIAL DISRUPTIONs
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BLOCKCHAIN: FUTURE EVOLUTION
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IMPACT OF DIGITAL CURRENCY
• An advantage of digital currency has is global reach by design.
• DLs may offer lower costs to end users compared with existing
centralised arrangements.
• Many of the risks that are relevant for e-money and other
electronic payment instruments are also relevant for digital
currencies as assets being used as a means of payment
• Wider use of DLs by new entrants or incumbents could have
implications extending beyond payments, including their possible
adoption by some FMIs , and more broadly by other networks in
the financial system and the economy as a whole.
• Potential disruption to business models and systems, as well as
facilitating new economic interactions and linkages.
• Should digital currencies and distributed ledgers become widely
used (potentially also for large -value transactions or for other
asset types beyond funds transfers), their impact on other areas of
responsibility for central banks, such as payment system oversight
and regulation, financial stability and monetary policy, might
become more prominent.
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FACTORS INFLUENCING THE DEVELOPMENT
OF DIGITAL CURRENCIES
• Some of the potential factors that could have an influence in
the evolution of demand for digital currencies and their
related payment mechanisms are:
–
–

–

–

–
–

Ease of use is generally critical for the adoption of payment methods and mechanisms, and
can reflect factors such as the number of steps in the payment process and the ease of
integration with other processes.
If users choose to hold the digital currency asset received as payment then they may face
costs and losses associated with price and liquidity risks. These risks are not insubstantial
given the volatility and market dislocations that have been witnessed for some of the better
known digital currency schemes.
Often lack dispute resolution facilities and offer irrevocability of the payment, which reduces
the payee’s risk of having the payment reversed due to fraud or chargebacks. While this
feature may be attractive for payees (such as merchants), it could also deter adoption and use
by payers (such as consumers).
are basically open networks with a global scope. These schemes do not distinguish between
users based on location, and therefore allow value to be transferred between users across
borders. The decentralised nature of these digital currency schemes means that it is difficult
to impose such restrictions on transactions.
have the scope to allow transactions to be made without disclosing personal details or
sensitive payment credentials, digital currency schemes are potentially vulnerable to illicit
use.
Widely viewed as an innovative and interesting payment method. Payments may be accepted
through a digital currency scheme to boost demand for their goods and services and simply
due to the newness of the technology.
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PRIVATE DCs
 On 18 June 2019, Facebook announced a digital currency called Libra that will roll out for
use in 2020 and allow the platform’s billions of users across the globe to make financial
transactions online.
 Facebook claims it wants to reach the 1.7 billion people around the world who do not have
access to a bank account.
 The company is likely to run into regulatory hurdles and antitrust concerns, but no specific
legislation has been put forth ahead of the launch. Amidst rumours of Facebook’s new
financial expansion, members of the US Senate wrote to CEO Mark Zuckerberg in May asking
for clarification on privacy concerns.
 The currency will be serviced by a collective of companies called the “Libra Association”. It
functions as what is known as a “stablecoin”, pegged to existing assets like the dollar or euro,
in the aim of making it less subject to the volatility that many cryptocurrencies experience.
 Is this safe?
– “Facebook has data on billions of people and has repeatedly shown a disregard for the
protection and careful use of this data,” Waters said in a statement. “With the announcement
that it plans to create a cryptocurrency, Facebook is continuing its unchecked expansion and
extending its reach into the lives of its users.”
–

–
–

There are a number of privacy concerns regarding a financial app run by Facebook. The company said
it will implement technologies to prevent money laundering and fraud.
“We will be using all the same verification and anti-fraud processes that banks and credit
cards
use, and we’ll have automated systems that will proactively monitor activity to protect and prevent
fraudulent behaviour,” Facebook said.
It also claims it will have “live support” to help users who lose access to accounts and, if a user loses
money through fraud, Facebook has offered refunds.
US lawmakers were quick to raise privacy concerns about the new currency. Shortly after Facebook’s
announcement, the congresswoman and chair of the House Financial Services Committee, Maxine
Waters, called on Facebook to put a stop to the project until Congress and regulators could review it.
She also called on company executives to testify before the committee.
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FINANCIAL STABILITY IMPLICATIONS
OF DCs & DLTs
DCs would not pose systemic risks to
financial stability if they have, small
scale and limited linkages to the
financial system

This can manifest though relatively limited
market values and transaction volumes,
relative to the mainstream financial system.

DCs may pose non-negligible
financial risks to individual VC
holders and users. DC market
infrastructures have suffered
disruptions with some frequency

However, no contagion to the wider
financial system has thus far been
observed.

Large-scale use of DCs and greater
interconnectedness with other parts of
the financial sector could in due course
give rise to systemic financial risks.

In this case, the risks facing individual DC
holders could spread to the broader financial
sector. One significant source of risks may be
the erosion of bank revenue from payments
services.

Regulatory responses to financial
stability concerns are at their early
stages

Most countries have generally taken the
approach of limiting financial institutions’
exposures to DCs by prohibiting them from
18
engaging in DC businesses.

PRIVATE DCs AND MONETARY POLICY

A widespread substitution of
banknotes with DCs could lead to
a decline in central bank
noninterest paying liabilities.

could lead central banks
to substitute interest
paying liabilities, reduce
their balance sheets, or
both.

If the adoption and use of DCs
were to increase significantly,
the demand for existing
monetary aggregates and the
conduct of monetary policy
could be affected

presently, the use of
private digital
currencies appears
too low for these risks
to materialise.
19

PRIVATE DCs AND MONETARY POLICY
At the moment, we provide electronic accounts to banks and key financial institutions, but the
public can only hold central bank money in physical form – as banknotes. If a central bank issued
a digital currency then everyone (including businesses, households and financial institutions
other than banks) could store value and make payments in electronic central bank money. While
this may seem like a small change, it could have wide-ranging implications for monetary policy
and financial stability.

BoE
•
•

•

The ECB said that cryptocurrencies are currently not a threat to financial stability in the euro
zone.
The ECB said the combined value of crypto-assets is small relative to the financial system, and
“linkages” to the financial sector are still limited. Further, banks in the EU do not appear to
have “systemically relevant” holdings of crypto-assets.
The risks or potential implications of the technology are “limited and/or manageable on the
basis of the existing regulatory and oversight frameworks.”

ECB, May 24, 2019
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EVOLUTION OF PRIVATE DIGITAL
CURRENCIES: SOME STATISTICs
•Cryptocurrencies: 2042
• Market Cap: $220,393,525,628
• 24h Vol: $10,922,480,665
• BTC Dominance: 51.9%

https://coinmarketcap.com/1
6th October, 2018

•Cryptocurrencies: 2320
• Market Cap: $336,011,483,481
• BTC Dominance: 62.9%

https://coinmarketcap.com/1
8th July, 2019

•Cryptocurrencies: 2969
• Market Cap: $225,871,270,615
• BTC Dominance: 66.4%

https://coinmarketcap.com/1
14th October, 2019
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EVOLUTION OF PRIVATE DIGITAL
CURRENCIES: SOME STATISTICs
14th October, 2019
Bitcoin traded over $1 for the
first time in February 2011,
for $30 in June 2011, below
$7 in July 2011, below $2.50
in October 2011, climbed
back up to $10 by August
2012, to over $230 in April
2013, fell to below $70 within
a week and rose to over
$1100 in November 2013
before falling by several
hundred dollars again.
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TOP CRYPTOCURRENCIES, AS OF
14th October, 2019

https://coinmarketcap.com/
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TOP CRYPTOCURRENCIES, AS OF
7th July, 2019

https://coinmarketcap.com/
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TOP CRYPTOCURRENCIES, AS OF

6
OCT
2018
17
JUL
2018
20
AUG
2017

Name
1

Bitcoin

2

Market Cap (US$)

Price (US$)

Circulating Supply

$115,556,576,825

$6,736.51

17,153,775 BTC

Ethereum

$47,493,481,770

$471.41

100,747,504 ETH

3

XRP

$18,671,765,997

$0.475563

39,262,444,717 XRP *

4

Bitcoin Cash

$13,719,115,867

$795.67

17,242,175 BCH

5

EOS

$7,148,342,539

$7.98

896,149,492 EOS *

6

Litecoin

$4,823,217,181

Name

$83.96

57,446,608 LTC

Market Cap US$)

Price (US$)

Circulating Supply

1

Bitcoin

69,310,277,193

4196.29

16,517,037 BTC

2

Ethereum

27,856,413,673

295.96

94,121,271 ETH

3

Ripple

5,973,740,502

0.155794

38,343,841,883 XRP

4

Litecoin

2,378,641,221

45.28

52,537,282 LTC

5

Ethereum Classic

1,295,905,159

13.68

94,705,679 ETC

2,493,423,000

$0.277047

8,999,999,999 XEM

17 6
JUNE
2017

NEM

https://coinmarketcap.com/
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BITCOIN EXCHANGE TRANSACTIONS
AGAINST CURRENCIES

https://bitcoincharts.com/ch
arts/volumepie/, as at 7th
July, 2019

https://bitcoincharts.com/ch
arts/volumepie/, as at 14th
October, 2019
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DIGITAL CURRENCIES: MARKET CAP

https://coin.dance/stats/marketcaptoday/, as at 7 July, 2019
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DIGITAL CURRENCIES: BITCOIN COMMUNITY
ENGAGEMENT BY DEVICE TYPE

https://coin.dance/stats/marketcaptoday/, as at 14 Oct, 2019
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DIGITAL CURRENCIES: NIGERIA BITCOIN
COMMUNITY

https://www.coinhills.com/market/btc-ngn/, as at 7th July, 2019
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REGULATORY ISSUES AND APPROACHES
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RISKS OF USING PRIVATE DCs
 More than 70 risks were identified in connection with DCs
by the European Banking Authority (EBA), including risks
to;
 Users.
 Non-user market participants.
 Financial integrity, such as money laundering and other
financial crime.
 Existing payment systems in conventional FCs.
 Regulatory Authorities.

 The risks include the fact that;
 They may lose their money on an exchange.
 Their DC units may be stolen from their digital wallets.
 They are not protected when using VCs as a means of
payment.
 The value of DCs has been very volatile.
 Transactions in DCs may be misused for criminal activities.

31

RISKS OF USING PRIVATE DCs

EU June 2018 Report:
 The key issue that needs to be addressed in the fight against money
laundering, terrorist financing and tax evasion via cryptocurrencies is the
anonymity surrounding cryptocurrencies.
 The existing European legal framework is failing to deal with this issue.
 More and more regulators are worrying about criminals who are increasingly
using cryptocurrencies for illegitimate activities like money laundering,
terrorist financing and tax evasion. The problem is significant: even though
the full scale of misuse of virtual currencies is unknown, its market value has
been reported to exceed EUR 7 billion worldwide.
 With respect to unveiling the anonymity of users in general, no immediate
action is taken. A mandatory registration and a pre-set date as of which it
applies would be a better approach to unveil the anonymity of cryptocurrency
users.
 For some aspects relating to some cryptocurrencies a ban should be
considered.
 The European level is appropriate to address money laundering, terrorist
financing and tax evasion via cryptocurrencies, but even more more
appropriate is the international level, as crypto activity is not limited by the
European border.
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PRIVATE DCs: SAMPLE GLOBAL REGULATIONS
as at Oct 2017
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PRIVATE DCs: SAMPLE GLOBAL REGULATIONS
as at Oct 2017
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PRIVATE DCs:SAMPLE GLOBAL REGULATIONS
as at April 2018
Country

Date

Current Regulation

Abu Dhabi

10.09.2
017

Issuers and intermediaries of virtual currencies and “security” tokens may be subject to
regulation—depending upon the nature of the product and service.

Argentina

11.02.2
017

Virtual currencies are not legal tender under the country’s National Constitution, which
designates the Central Bank as the only authority that may issue legal tender.

Argentina

07.10.2
014

Issued a resolution requiring a wide range of financial institutions as well as profit and
non-profit entities to report all transactions with virtual currencies on a monthly basis.

05.29.2
014

The Central Bank of Argentina issued a statement about the risks involved in the use of
virtual currency, including volatility and fraud, and confirmed that it is not legal tender.

Austria

02.23.2
018

The Austrian Finance Ministry is considering regulation for ICOs and
cryptocurrencies based on existing trading rules for gold and derivatives.

Austria

11.14.2
016

The Financial Markets Authority (FMA) of Austria issued a warning advising the country’s
consumers to exercise utmost caution in relation to virtual currencies, particularly when
related to business and investment models based on virtual currencies.

Australia

03.26.2
018

Digital currency exchanges will be subject to registration and regulation in mid-2018, once
amendments to the Anti-Money Laundering and Counter-Terrorism Financing Act of 2006
take effect.

Argentina

https://www.perkinscoie.com/en/news-insights/digital-currencies-international-actions-and-regulations.html
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PRIVATE DCs:SAMPLE GLOBAL REGULATIONS
as at April 2018
Country

Date

Current Regulation

Bangladesh

09.15.
2014

Bangladesh Bank issued a warning against conducting transactions in cryptocurrency,
and reportedly stated that such use is punishable by up to 12 years in jail

Bolivia

05.06
.2014

Virtual currency has been explicitly banned.

Brazil

01.22
.2018

The Central Bank of Brazil has not yet regulated virtual currencies, but has
issued the now-standard warnings about their use.

03.29
.2018

Financial institutions and third-party payment providers are banned from
accepting, using, or selling virtual currencies. Although its use remains legal,
the People’s Bank of China has required exchanges to register with the
appropriate regulatory authorities and has suggested it will closely watch the
markets.

China
09.04
.2017

The People’s Bank of China has allegedly warned banks from working with
virtual currency-related businesses. As of September 2017, ICOs are banned in
China.

https://www.perkinscoie.com/en/news-insights/digital-currencies-international-actions-and-regulations.html
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PRIVATE DCs:SAMPLE GLOBAL REGULATIONS
https://www.loc.gov/law/help/cryptocurrency/world-survey.php, accessed 7th July, 2018
 Many of the warnings issued by various countries also note the opportunities that cryptocurrencies create
for illegal activities, such as money laundering and terrorism.
 Some of the countries surveyed go beyond simply warning the public and have expanded their laws on
money laundering, counterterrorism, and organized crimes to include cryptocurrency markets, and
require banks and other financial institutions that facilitate such markets to conduct all the due diligence
requirements imposed under such laws.
 For instance, Australia, Canada, and the Isle of Man recently enacted laws to bring cryptocurrency
transactions and institutions that facilitate them under the ambit of money laundering and counterterrorist financing laws.
 Some jurisdictions have gone even further and imposed restrictions on investments in cryptocurrencies, the
extent of which varies from one jurisdiction to another.
 Some (Algeria, Bolivia, Morocco, Nepal, Pakistan, and Vietnam) ban any and all activities involving
cryptocurrencies.
 Qatar and Bahrain have a slightly different approach in that they bar their citizens from engaging in any
kind of activities involving cryptocurrencies locally, but allow citizens to do so outside their borders.
 There are also countries that, while not banning their citizens from investing in cryptocurrencies, impose
indirect restrictions by barring financial institutions within their borders from facilitating transactions
involving cryptocurrencies (Bangladesh, Iran, Thailand, Lithuania, Lesotho, China, and Colombia).
 A limited number of the countries surveyed regulate initial coin offerings (ICOs), which use
cryptocurrencies as a mechanism to raise funds.
 Of the jurisdictions that address ICOs, some (mainly China, Macau, and Pakistan) ban them altogether,
while most tend to focus on regulating them.
 In most of these latter instances, the regulation of ICOs and the relevant regulatory institutions vary
depending on how an ICO is categorized.
 For instance, in New Zealand, particular obligations may apply depending on whether the token offered
37
is categorized as a debt security, equity security, managed investment product, or derivative.

UK’s APPROACH TO CRYPTOCURRENCY
REGULATIONS
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/752070/cryptoassets_taskforce_final_report_final_web.pdf, accessed 14th October, 2018

The Taskforce has brought together HM Treasury, the FCA and
the Bank of England.
The authorities have developed an approach to cryptoassets and
DLT that:
•maintains the UK’s international reputation as a safe and transparent
place to dobusiness in financial services
•ensures high regulatory standards in financial markets
•protects consumers
•guards against threats to financial stability that could emerge in the
future
•allows those innovators in the financial sector that play by the rules
to thrive
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FINANCIAL STABILITY BOARD
October, 2018

FSB’s proactive assessment of the potential implications of crypto-assets for
financial stability.
The FSB’s report includes an assessment of the primary risks present in crypto-assets
and their markets, such as low liquidity, the use of leverage, market risks from
volatility, and operational risks.

Based on these features, crypto-assets lack the key attributes of sovereign
currencies and do not serve as a common means of payment, a stable store of
value, or a mainstream unit of account.
Based on the available information, crypto-assets do not pose a material risk to
global financial stability at this time.
Vigilant monitoring is needed in light of the speed of market developments.
If use of crypto-assets continue to evolve, it could have implications for financial
stability in the future. That include: confidence effects and reputational risks to financial
institutions and their regulators; risks arising from direct or indirect exposures of
financial institutions; risks arising if crypto-assets became widely used in payments and
settlement; and risks from market capitalisation and wealth effects.

Crypto-assets also raise several broader policy issues, such as the need for
consumer and investor protection; strong market integrity protocols; anti-money
laundering and combating the financing of terrorism (AML/CFT) regulation and
supervision, including implementation of international sanctions; regulatory
measures to prevent tax evasion; the need to avoid circumvention of capital
controls; and concerns relating to the facilitation of illegal securities offerings.39

RISKS OF USING PRIVATE DCs Cont’d

http://www.reuters.com/investigates/special-report/bitcoin-exchanges-risks/
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RISKS OF PRIVATE DCs: NIGERIAN
REGULATION
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RISKS OF PRIVATE DCs: NIGERIAN
REGULATION
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CONCLUSION
 Digital Currencies (DCs), though a new phenomenon, is gaining popularity across the
globe and are associated with a lot of risks. That is why regulatory/supervisory
authorities in many countries are seriously concerned about DCs.
 Some of the associated risks have far reaching implications for Deposit Insurance and
banking practice.
 Blockchain, the technology that powers DCs, has economic, political, humanitarian,
and legal system benefits and could have the capacity for reconfiguring all aspects of
society and its operations.
 Blockchain technology could become a game-changing force in virtually all forms of
financial services.
 Banks are already exploring how blockchain might transform their approaches to
trading and settling, back-office operations, and investment and capital assets
management.
 Nigerian regulators and players are actively involved in DCs and DTLs, as desired.
 The onus is therefore, on law professionals to carefully study these technologies and
continue to collaborate with the regulatory agencies, the government, international
bodies and other relevant participants in the Nigerian financial system in designing
policies that would protect all relevant stakeholders from legal risks and consumer
protection concerns, where applicable.
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THANK YOU FOR LISTENING!
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