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Hacking … 
1. Hacking is a process that involves exploring methods to 

breach defenses and exploit weaknesses in digital 
devices (e.g. computers, smartphones, tablets, IoT 
devices, network devices, cars, etc)  

– Wikipedia 

2. Hacking refers to activities that seek to compromise 
digital devices 

3. Hacking - is the process of exploiting digital devices  

4. Hacking is the unauthorised access to or control over 
digital devices 

Why Hack? 
• Hackers hack in order to:  

1. Steal/theft for financial gain 

2. change or destroy information 

3. revenge or just bragging rights  

4. curiosity, boredom or being challenge  

5. Vandalism, sabotage, or blackmail 

6. extortion, or corporate espionage 

• Most of these are done often by installing 
dangerous malware without your knowledge or 
consent. 

 

Modern Hacking Pitfalls 
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Modern Hacking Pitfalls 

1. Spoiling court proceedings. Hacker streams porn into Florida’s 
court hearing by infiltrating Zoom – reported by Raychel Lean on 
July 10, 2020 at 02:35 PM  

 

Some of the modern day hacking pitfalls include: 
Modern Hacking Pitfalls (Cont…) 

1. Hacker spoiled court proceedings. Hacker streams porn into 
Florida’s court hearing by infiltrating Zoom – reported by Raychel 
Lean on July 10, 2020 at 02:35 PM  

 

Modern Hacking Pitfalls (Cont…) 
2. South Africa Parliament Video Call was Hacked With Pornography 

on May 08, 2020  

Modern Hacking Pitfalls (Cont…) 
3. Texas court systems hit by cyberattack - The ICT office supporting 

the Texas judicial system was hit by a ransomware attack that took 
down websites and interrupted legal proceedings. Reported by 
Maggie Miller – on 05/11/20 02:35 PM EDT 
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Modern Hacking Pitfalls (Cont…) 
4. A Zoom call set up by Saint Paulus Lutheran Church in San Fransisco 

on May 6, 2020 was interrupted with pornographic videos, leading 
it to launch a lawsuit against the video call company 

Those on the video call were shocked to see the porn [stock image] 

Modern Hacking Pitfalls (Cont…) 
5. Disarm home security systems 

 

Home security disarming can take place when an intruder hacks your security 

system by intercepting a radio signal sent between a sensor and a control panel. 

Modern Hacking Pitfalls (Cont…) 

6. Open and start a locked car without a key 

 

Other Hacking Pitfalls … 
• A hacker can: 

1. Hijack your usernames and passwords 

2. Steal your money and open credit card and bank accounts in your 
name 

3. Make purchases / transactions  with your card / BVN 

4. Add themselves or an alias that they control as an authorized user 
so it’s easier to use your credit 

5. Obtain cash advances 

6. Use and abuse your ATM card  

7. Sell your information to other parties / hackers who will use it for 
illicit or illegal purposes 

8. Interrupt medical devices & EMRs 

9. Predators who stalk people while online can pose a serious 
physical threat. They may invite you to meet physically and 
harmed you… kidnappers…  
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Hardening Personal Devices and Best 
Practices to Avoid Hacking Pitfalls 

Device Hardening 
OS Hardening – Change default configurations/settings, removed 
unused programs/services, apply security patches/update.  

 

1. Use Antimalware – antivirus, Adware protection, Phishing 
protection, Spyware protection, Trusted / untrusted sources 

 

2.  Host-based Firewalls - block incoming and outgoing network 
connections, unless exceptions are defined to open and close the 
ports required by a program. 

3. Host Intrusion Detection Systems - is a software that runs on a 
host computer that monitors suspicious activity.  

 

4. Use Secure Communications (VPNs) - To communicate/share 
resources over a network that is not secure  

 

Best Practices 
• Practice safe email and virus/malware protocols 

1. Don't open messages from unknown senders 

2. Immediately delete messages you suspect to be spam 

3. Increase your browser security settings 

 

 System and Data Backups - Considerations for data backups: 

1. Frequency - make a full backup monthly or weekly, and then do 
frequent partial backups of any data that has changed since the 
last full backup.  

2. Storage - Store backups in an approved offsite on a daily, weekly, 
or monthly rotation, as defined by your security policy. 

3. Security – Protect backups with passwords.  

4. Validation - Always validate backups to ensure the integrity of the 
data. 

 

Best Practices (Cont…) 
Content Screening and Blocking  

1.Content control software restricts the content that a user can access 
with a web browser over the Internet.  

2.Its block sites that contain certain types of material such as 
pornography or controversial religious or political content.  

Disk Cloning and Deep Freeze 

•This allows you to protect the OS and configuration files for a system. 

1.Disk cloning copies the contents of the system’s hard disk to an 
image file.  

2.Deep Freeze “freezes” the hard drive partition. When a user restarts 
the system, the system reverts to its frozen configuration. 

– The system does not save any changes that the user makes, so any 
applications installed or files saved are lost when the system restarts. 
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Adjust Your Online Behavour 
• Be conscious and aware of online security threats and tactics.  

• Protect yourself while online 

1. Continually check the accuracy of personal accounts and deal with 
any discrepancies right away 

2. Use extreme caution when entering chat rooms or posting 
personal Web pages 

3. Limit the personal information you post on a personal Web pages 

4. Carefully monitor requests by online “friends” or acquaintances 
for predatory behavior 

5. Keep personal & financial information out of online conversations 

6. Use extreme caution when agreeing to meet an online “friend” or 
acquaintance in person 

 

Hardening Organisational Devices and 
Best Practices to Avoid Hacking Pitfalls 

Hardening Servers 
Managing Remote Access - 

1.With Windows OS, technicians can use Remote Desktop & Remote 
Assistance to provide remote support. Remote Desktop uses port 
3389, which is vulnerable, so if you does not need this service, don’t 
open it. 

 

2.Be careful using Telnet – because it uses unsecure plaintext 
transmission for both the login authentication (username & 
password) and data transmitted between the communicating 
devices. Telnet uses TCP port 23 

 

1.Use Secure Shell (SSH) – its provides security for remote 
connections by using strong encryption when a device authenticates 
(username and password) and for transmitting data between the 
communicating devices. SSH uses TCP port 22. 

 

Securing Ports and Services - Cyber criminals exploit the services 
running on a system because they know that most devices run more 
services or programs than they need. 

To avoid their pitfalls: 

1.An administrator should look at every service to verify its necessity 
and evaluate its risk. Remove any unnecessary services. 

 

2.A simple method that many administrators use to help secure the 
network from unauthorized access is to disable all unused ports on a 
switch e.g. if a switch has 24 ports and there are three ports in use, it is 
good practice to disable the 21 unused ports.  

 

The process of enabling and disabling ports can be time-consuming, 
but it enhances security on the network and is well worth the effort. 

 

Hardening Servers (Cont…)  
Securing Ports and Services 
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Privileged Accounts - Cyber criminals exploit privileged accounts 
because they are the most powerful accounts in an organization.  

 

Organizational best practices for securing privileged accounts: 

1.Identify and reduce the number of privileged accounts 

2.Enforce the principle of least privilege 

3.Establish a process for revocation of rights when employees leave or 
change jobs 

4.Eliminate shared accounts with passwords that do not expire 

5.Secure password storage 

6.Eliminate shared credentials for multiple administrators 

7.Automatically change privileged account passwords every 30 or 60 
days 

 

Hardening Servers (Cont…)  
Managing Privileged Accounts 

 

9. Record privileged sessions & log all user activity 

10.Implement a process to change embedded passwords for 
scripts and service accounts 

11.Generate alerts for unusual behavior 

12.Disable inactive privileged accounts 

13.Use multi-factor authentication for all administrative 
access 

14.Implement a gateway and/or DMZ between the end-user 
and sensitive assets to limit network exposure to malware 

 

 

Hardening Servers (Cont…)  
Managing Privileged Accounts 

NOC & or SOC - Both of these entities use a hierarchical tier structure 
to handle events.  

1. The first tier handles all events and escalates any event that it 
cannot handle to the second tier.  

2. Second Tier staff reviews the event in detail to try to resolve it.  

3. If they cannot, they escalate the event to Third Tier, who are the 
experts. 

Hardening Networks (Cont…) 
Securing Network Devices 

NOC - is for network troubleshooting, 

performance monitoring, software 

distribution & updates, communications 

and device management 

SOC Team monitors, assesses, and 

defends the organization’s information 

systems such as websites, networks, 

applications, databases, data centers, 

servers, and user systems.  

 Network switches are the heart of the modern data 
communication network.  

 Network Routers - Routers form the backbone of the Internet and 
communications between different networks.  

 The main threat to network switches and routers are theft, hacking 
and remote access, attacks against network protocols like ARP/STP, 
RIP/OSPF  or attacks against performance and availability.  

 Countermeasures & Controls: 

1. improved physical security,  

2. advanced configuration,   

3. implementing proper system updates and patches as needed, and  

4. implementation of port security. Port security limits the number of 
valid MAC addresses allowed on a port.  

Hardening Networks (Cont…) 
Securing Network Devices 
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• Firewalls - are hardware or software solutions that enforce network 
security policies.  

• A firewall filters unauthorized or potentially dangerous traffic from 
entering the network. 

• A simple firewall provides basic traffic filtering capabilities using 
access control lists (ACLs). 

• Administrators can use ACLs to stop traffic or permit only specified 
traffic on their networks. 

 

 

Hardening Networks (Cont…) 
Securing Network Devices 

• ACL is a sequential list of permit or deny statements that apply to addresses or 
protocols.  

• ACLs provide a powerful way to control traffic into and out of a network.  

Hardening Networks (Cont…) 
Securing Network Devices 

• Similar countermeasures 

and controls for switches & 

routers apply to firewalls   

• Wireless and Mobile Devices - have become the predominant type 
of devices on most modern networks.  

• They provide mobility and convenience but pose a lot of 
vulnerabilities. These vulnerabilities include theft, unauthorized 
remote access, sniffing, man-in-the-middle attacks, and attacks 
against performance and availability.  

• The best way to secure a wireless network is to use authentication 
and encryption.  

• The original wireless standard, 802.11, introduced two types of 
authentication 
1. Open system authentication 

2. Shared key authentication 

 

Hardening Networks (Cont…) 
Securing Network Devices 

• Hardening Wireless Connections - 

• Rogue Access Points - The imposter can launch a man-in-the-middle 
attack which is very difficult to detect and can result in stolen login 
credentials and transmitted data.  

3. Mutual Authentication - To prevent rogue access points, the 
computer industry developed mutual authentication.  

• Mutual authentication, also called two-way authentication, is a 
process in which both entities in a communications link authenticate 
to each other. 

 

 

Hardening Networks (Cont…) 
Securing Network Devices 
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 Network Services - Cyber criminals use vulnerable network services 
to attack a device or to use it as part of the attack.  

1. To check for insecure network services, review a device for open 
ports using a port scanner.  

2. A port scanner is an application that probes a device for open ports 
by sending a message to each port and waiting for a response.  

3. The response indicates how the port is used. Cyber criminals will 
also use port scanners for the same reason.  

4. Securing network services ensures that only necessary ports are 
exposed and available.  

 Network services include; DHCP, DNS, ICMP, Routing Services (RIP-
OSPF-ISIS), NTP and others. 

 

 

Hardening Networks (Cont…) 
Securing Network Services 

• DHCP security checklist to avoid pitfalls 

 

Hardening Networks (Cont…) 
Securing Network Services 

• Attackers can target 

DHCP servers in order 

to deny access to 

devices on the network.  

• DNS security checklist 

   to avoid pitfalls 

 

Hardening Networks (Cont…) 
Securing Network Services 

• DNS resolves a URL or 

website address (e.g. 

http://www.peter.com) to the IP 

address of the site e.g. 

209.22.44.33  

 

• Attackers can target DNS 

servers in order to deny 

access to network resources 

or redirect traffic to rogue 

websites.  

 Internet Control Messaging Protocol (ICMP) 

1. Network devices use ICMP to send error messages like a requested 
service is not available or that the host could not reach the router.  

2. The ping command is a network utility that uses ICMP to test the 
reachability of a host on a network.  

3. Ping sends ICMP messages to the host and waits for a reply. 

 

  Cyber criminals can alter the use of ICMP for evil purposes.  

 

 Denial-of-Service attacks use ICMP, so many networks filter certain 
ICMP requests to prevent such attacks. 

 

 

Hardening Networks (Cont…) 
Securing Network Services 
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• ICMP Abuse 

 

Hardening Networks (Cont…) 
Securing Network Services 

VoIP Equipment - uses networks such as the Internet to make and receive phone 
calls. The equipment required for VoIP includes an Internet connection plus a phone.  

•Cyber criminals target these systems in order to gain access to free phone services, 
eavesdrop on phone calls, or to affect performance and availability. 

•Countermeasures 

1.Encrypt voice message packets to protect against eavesdropping. 

2.Use SSH to protect gateways and switches.  

3.Change all default passwords. 

4.Use an IDS to detect attacks such as ARP poisoning. 

5.Use strong authentication to mitigate registration spoofing (cyber criminals route 
all incoming calls for the victim to them) 

6.Implement firewalls that recognize VoIP to monitor streams and filter abnormal 
signals. 

 

Hardening Networks (Cont…) 
Securing Network Services 

Cameras - An Internet camera sends and receives data over 
a LAN and/or the Internet.  

1. A user can remotely view live video using a web browser 
on a wide range of devices including computer systems, 
laptops, tablets, and smartphones.  

2. Cameras come in various forms including the traditional 
security camera. Other options include Internet cameras 
discretely hidden in clock radios, books, or DVD players. 

3. Internet cameras transmit digital video over a data 
connection. The camera connects directly to the network 
and has everything required for transferring the images 
over the network.  

Hardening Networks (Cont…) 
Securing Network Services 

 Best practices 
for camera 

systems. 

 

Hardening Networks (Cont…) 
Securing Network Services 



8/24/2020 

11 

Videoconferencing Equipment - allows two or more locations to 
communicate simultaneously using telecommunication technologies.  

1.These technologies take advantage of the new high definition video 
standards. Videoconferencing is now part of normal day-to-day 
operations in industries like the medical field.  

2.Cyber criminals target these systems in order to eavesdrop on video 
calls or to affect performance and availability. 

 

Hardening Networks (Cont…) 
Securing Network Services 

Best Practices 
Other Organisational Best Practices 

 As an organisation, the following are important: 
 

1. Apply browser-based filters through a third-party browser 
extension 

2. Implement email filters through a client- or server-based filter 

3. Router-based content filters that block traffic from entering the 
network 

4. Deploy appliance-based content filtering similar to router based 

5. Subscribed for Cloud-based content filtering or security 

6. Use or implement Unified Threat Management (UTM) System 

7. Have SOC Team and or NOC Team 

8. Have Security Policies 

Conclusion 
Modern hacking pitfalls increases in number and 
complexity daily 

 And to avoid or mitigate being a victim requires that: 

 

1. Everyone need to be aware of such threats to our digital 
space 

2. We should be mindful of our activities online 

3. We should harden our personal digital devices 

4. Organisations should have policies and implement them 
following best practices 

5. Organisations should have layers of security to harden 
their network devices and services 
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