
Information Technology Governance

By

Sherif Usman MSc, MBA, FNCS, FBCS

August, 2019



Agenda

▪ Introduction
▪ Good Governance VS Bad Governance
▪ IT Governance – Definition
▪ Benefits of IT Governance
▪ Problems of Lack of IT Governance
▪ Positioning IT Governance
▪ Common Frameworks for IT Governance
▪ Recommendations & Conclusions
▪ Questions and Remarks



Introduction

• Governance means the process of decision-
making and the process by which decisions 
are implemented (or not implemented).



Good vs Bad Governance

• The term “Good Governance” are increasingly 
used nowadays, not just in governments, but 
also in corporations.

• “Bad governance” is increasingly regarded as 
the root of most evils in societies.

• Good governance is therefore now regarded 
as a “necessity” rather than a “suggestion”



IT Governance – Definition

• Gartner defines IT Governance as 
“Assignment of decision rights and 
the accountability framework to 
encourage desirable behaviour in the 
use of IT”  



IT Governance – Definition 
(Continued..)

• IT Governance are rules and regulations under 
which an IT Department functions. It is (also) a 
mechanism, put in place to ensure compliance 
with those rules and regulations.



Benefits of IT Governance

• Standards processes and procedures to better 
manage the IT function & environment

• Realization of return on IT investments

• Alignment with corporate objectives

• Consistency with IT Strategy & Policy

• Accountability and Transparency

• More effective IT



Problems of Lack of IT Governance

• Ineffective IT

• Partial or total loss of IT Investments

• Lack of alignment with corporate objectives

• Inconsistencies with IT Strategy & Policy

• Lack of accountability and transparency



Positioning IT Governance



Common Frameworks for IT Governance

Commonly used IT governance frameworks include:

• COBIT

• ITIL 

• AS8015-2005

• ISO/IEC 38500:2008

We shall study the first two.



COBIT

• COBIT stands for Control Objectives for 
Information and Related Technology. It is a 
framework created by the ISACA (Information 
Systems Audit and Control Association) for IT 
governance and management.

• It was designed to be a supportive tool for 
managers—and allows bridging the crucial gap 
between technical issues, business risks, and 
control requirements



COBIT (Contd..)

• COBIT ensures quality, control, and reliability of 
information systems in an organization.

• COBIT is used globally by all IT business process 
managers to equip them with a model to deliver 
value to the organization, and practice better risk 
management practices associated with the IT 
processes. 

• The COBIT control model guarantees the integrity 
of the information system.



COBIT (Contd..)

The main focus of COBIT 4.1 was illustrated with 
a process-based model subdivided into four 
specific domains, including:

• Planning & Organization

• Delivering and Support

• Acquiring & Implementation

• Monitoring & Evaluating



COBIT (Contd..)

• The latest COBIT version 5 came out in April 
2012 and consolidated the principles of COBIT 
4.1, Risk IT Frameworks, and Val IT 2.0. This 
version draws reference form IT Assurance 
Framework (ITAF) from ISACA and the revered 
BMIS (Business Model for Information 
Security).



COBIT (Contd…)
Benefits of COBIT 5.0

• COBIT 5.0 addressed all the criticisms in previous versions. 
• It now encourages all organizations to govern and manage information in the most 

holistic and integrated manner. 
• It considers stakeholder needs as the starting point of the governance and 

management activities related to enterprise IT.
• It acts as a business framework, which enables the business management to 

communicate with the IT (read as I-T) management.
• It creates a more consistent, integrated and complete perspective of enterprise 

governance and IT management. It also provides an end-to-end view on all IT-
related matters.

• It provides a top-down view of the business needs that create a goals cascade, 
which drives the need to meet the expectations of stakeholders throughout the 
enterprise.

• It encourages a common language throughout the enterprise so that the 
stakeholders understand the IT and IT meets their business needs.

• It is consistent with the generally accepted corporate governance standards, which 
helps to meet regulatory requirements.



COBIT (Contd…)

The guiding principles of COBIT 5.0 are:

• Meeting the needs of stakeholders

• Covering the whole enterprise from end to end

• Application of a single integrated framework

• Ensuring a holistic approach to business decision 
making

• Separating the governance from the management

• In several cases, COBIT 5.0 has been appreciated for its 
ability to reduce the risk of IT implementations.



ITIL

• ITIL is an acronym for Information Technology 
Infrastructure Library. It is a set of detailed 
practices for IT service management (ITSM) that 
focuses on aligning IT services with the needs of 
an organisation.

• ITIL describes processes, procedures, tasks, and 
checklists which are not organization-specific nor 
technology-specific, but can be applied by an 
organization towards strategy, delivering value, 
and maintaining a minimum level of competency.



ITIL (contd..)

• The ITIL 4 Edition started with the ITIL 
Foundation book, which was released on 
February 18th 2019.

• There are two key components of the ITIL 4 
framework

– ITIL service value system (SVS)

– Four dimensions model



ITIL (contd..)

The service value chain provides an operation 
model with six activities:

• Plan

• Improve

• Engage

• Design and transition

• Obtain/Build

• Deliver and support.



ITIL (Contd..)

The second key component in ITIL 4 Edition is the four dimension 
model. The four dimensions reflect the former 4 P’s of ITIL –
people, products, partners, processes. Each component of the 
SVS should consider these four dimensions, which are:

• Organizations and people

• Information and technology products

• Partners and suppliers

• Value streams and processes



ITIL (contd..)

What’s the Difference Between ITIL and COBIT?

ITIL is a framework that enables IT services to be 
managed across their lifecycle. COBIT, on the 
other hand, aids enterprise IT governance to 
generate the maximum added value to the 
business via its IT investments, while mitigating 
risks and optimizing resources.



Recommendations and Conclusion

• It is recommended that the Judiciary Bodies and 
organizations should as a matter of urgency, 
adopt structured IT governance based on 
standard framworks like COBIT, ITIL etc in order to 
maximize return on IT Investments.

• Personnel of the Judiciary (especially 
Management and IT staff) be continuously  
trained on IT Governance and the 
aforementioned frameworks.



Comments & Questions


